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COLLATTION CREATE COLLATION B M5/ M BRHE B
ALTER COLLATION
DROP COLLATION

CONVERSTON CREATE CONVERSTON B /A& o/ ) ok G i e
ALTER CONVERSION
DROP CONVERSTON

DATABASE CREATE DATABASE B /A& e/ ) o e P2 A
ALTER DATABASE
DROP DATABASE

DOMAIN CREATE DOMAIN B /A& 5/ ) e 3k
ALTER DOMAIN
DROP DOMATIN

EVENT TRIGGER CREATE EVENT TRIGGER B g /A 4/ M) o B ) fk e 4%
ALTER EVENT TRIGGER
DROP EVENT TRIGGER

EXTENSTON CREATE EXTENSION B g /& 2/ M g A
ALTER EXTENSION
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FOREIGN DATA WRAPPER

CREATE FOREIGN DATA WRAPPER

DROP FOREIGN DATA WRAPPER

ALTER FOREIGN DATA WRAPPER
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CREATE FOREIGN TABLE
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FUNCTION CREATE FUNCTION B /A& L/ I B R
ALTER FUNCTION
DROP FUNCTION
INDEX CREATE INDEX Bl /B / IR/ H RG]
ALTER INDEX e
DROP INDEX
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LANGUAGE CREATE LANGUAGE g/ B/ MERiE S

ALTER LANGUAGE

DROP LANGUAGE

MATERTALIZED VIEW

CREATE MATERIALIZED VIEW

ALTER MATERIALIZED VIEW

DROP MATERTALIZED VIEW

REFRESH MATERTALIZED VIEW
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OPERATOR

CREATE OPERATOR

ALTER OPERATOR

DROP OPERATOR

A/ e/ MR EAE A

OPERATOR CLASS

CREATE OPERATOR CLASS
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POLICY CREATE POLICY B /& 0/ MBRAT 922 42 5
ALTER POLICY
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PROCEDURE CREATE PROCEDURE B /B MR/ FH AT i
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DROP PUBLICATION

ROLE

CREATE ROLE

ALTER ROLE

DROP ROLE

CREATE USER

ALTER USER

DROP USER
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CREATE RULE
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SUBSCRIPTION

CREATE SUBSCRIPTION

ALTER SUBSCRIPTION

DROP SUBSCRIPTION
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TABLE

CREATE TABLE

ALTER TABLE
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LOCK
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TABLESPACE
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CONFIGURATION

ALTER TEXT SEARCH
CONFIGURATION
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TEXT SEARCH DICTIONARY

CREATE TEXT SEARCH
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ALTER TEXT SEARCH DICTIONARY

DROP TEXT SEARCH DICTIONARY

/B0 MR SCA I 2 7 4

TEXT SEARCH PARSER

CREATE TEXT SEARCH PARSER

ALTER TEXT SEARCH PARSER

DROP TEXT SEARCH PARSER

QI /ME/ MHER SCA T 2 A A
s

TEXT SEARCH TEMPLATE

CREATE TEXT SEARCH TEMPLATE

ALTER TEXT SEARCH TEMPLATE

DROP TEXT SEARCH TEMPLATE

A/ o/ MR SCA IR

TRIGGER CREATE TRIGGER B /B S/ IR i K F 4R
ALTER TRIGGER
DROP TRIGGER

TYPE CREATE TYPE B /e MR

ALTER TYPE

DROP TYPE

USER MAPPING

CREATE USER MAPPING

ALTER USER MAPPING

DROP USER MAPPING

QU /ME s/ BRI 45

VIEW CREATE VIEW B /G o/ I R R P 4 A
ALTER VIEW
DROP VIEW

ACCESS METHOD CREATE ACCESS METHOD B/ MR U7 Il 7792
DROP ACCESS METHOD

CAST CREATE CAST B /I s 1Y
DROP CAST

TRANSFORM CREATE TRANSFORM B / o e
DROP TRANSFORM

SYNONYM CREATE SYNONYM B/ M R S 3]
DROP SYNONYM

ROUTINE ALTER ROUTINE B/ M A

DROP ROUTINE

12
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G Rapull B B TR Ui
PORTAL DECLARE & X —MEbrR
FETCH 15 FH 7 s S W A 2R AT
MOVE (T FetchStmt) SE L —NEbR
CLOSE KA —ANEbr
SENTENCE PREPARE RPATHERS —MEH)
EXECUTE PAT =AM TEER)
DEALLOCATE B — P& )
TRANS PREPARE TRANSACTION NP B IR A HE A 4 BT 35S
ROLLBACK PREPARED B — AN Z 1 NPT B A 1
HUFHIF5
COMMIT PREPARED AL — A FLHT NP B R 2 il
#INHS
BEGIN LR
START TRANSACTION Faa— N5
COMMIT R HRAE
SAVEPOINT TRAF R
ROLLBACK Ep L (H
ABORT 5k
END PRI H
RELEASE SAVEPOINT B — AN Z I8 P ORAF R
ROLLBACK TO SAVEPOINT [ER B —MRAF AL
OBJPROPERTIES REASSIGN OWNED B AN HOH PE A A R 2
I X R A K R
DROP OWNED R R — N4 PE A (A T 2
i EEXT
COMMENT JE X B — X R R
SECURITY LABEL SE SCEIEE BONE FH BI—SRE BR I
BRI
PRIVILEGES GRANT T RPR A
REVOKE DL PR A
ALTER DEFAULT PRIVILEGES |5 SCERINTT WI45AL
FILE COPY TE— NSO FI— A3 22 8] 52 4l
A€
LOAD BN — AL
NOTIFY NOTIFY A B — AN I AN
UNLISTEN 158 10 WS Uiy — N
LISTEN W —ANIE %0
PARAMETER SET B — M AT I 2%

ALTER SYSTEM

MRS AR E 2

13
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H T T B B TR Ui
RESET =S T S E 3
BIME
SHOW BRI ZHIME
SET TRANSACTION gﬁ%%%ﬁ%%ﬁﬁ%%ﬁ
|
SET ROLE ﬁ%%%%ﬁ%%%%Fﬁw
¥
SET SESSION AUTHORIZATION | B 47726 i 418 F bRif
e T PR RAT
SESSION DISCARD WFE iR A
SET CONSTRAINTS RS B A A AR AL
DO DO PAT — AN A AR
ANALYZE ANALYZE g%ﬁieﬁﬁﬁﬁmﬁﬁﬁ
VACUUM VACUUM LIRS TR T = — A
B
CHECKPOINT CHECKPOINT K7 5 (checkpoint)
LARGE OBJECT ALTER LARGE OBJECT BN KA S 5E X
EXPLAIN EXPLAIN ST TR
CLUSTER CLUSTER R — R B —AR
INSERT INSERT F ERHE AR
UPDATE UPDATE = LrE R
DELETE DELETE xR R
SELECT SELECT LR
3.2.1.1. iBRHHITEE
* M

bool set_audit_stmt(
settype text,
username text,
whenever int

)

- ZH

% 3.3. set audit stmt S

B B

settype BRI, AR SR TR, H R
1 “AEAIE UL,

username P4, HP»aicA7E, BRIEfRE all’ &
T .

14
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B ]
whenever HE AL ONERIERIGES, 1NEAERT)
i, 28FTF.
NG

3.2.1. 2.

* B EuxsmoH] M QIR /By MIBRRFIE A H 1.

select uxaudit.set_audit_stmt("TABLE', 'uxsmo', '1');

o st Buxsmo ] QI /& e/ M Bx Kodis o 18 A B 1

select uxaudit.set_audit_stmt("DATABASE', 'uxsmo', '1");

o BB uxsmo T AIEE /A& 5/ MR eR B0 A R

select uxaudit.set_audit_stmt("FUNCTION', 'uxsmo', '1');

IS R V|
EE

bool unset_audit_stmt(
settype  text,
username text,
whenever int

)

. B

% 3.4. unset audit stmt S

S5 Wt B
settype BRI, AR SRR . H R
WHWE 3.2 “IBAIGE .
username A%, AP WAeFE, RiEfEeg all’ &
R
whenever HUFE AL ONERAIERIGES, 1N EAERT)
N, 2MFF.
HE
B g B A AN B A BT ICES, A sE VLRI A ] DL o
T, BNTERE & 1.
7~

* BB uxsmo I ;7 QI /2 Bt/ MIBR RS 1E A i

15
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3.2.1. 3.

3. 2. 2.

3.2.2. 1.

select uxaudit.unset_audit_stmt('TABLE', 'uxsmo', '1');

o M uxsmoFH P 5t /A& e/ M B e 126 18 ) i i

select uxaudit.unset_audit_stmt("'DATABASE', 'uxsmo', '1");

o B Euxsmo ] T QI /By MR B BUE A it

select uxaudit.unset_audit_stmt('FUNCTION', 'uxsmo', '1");

- BMARGE

BRI H I ES

select * from ux_audit_stmt;

. A

select * from uxaudit.audit_stmt_record();

NN
oF G 2 W 1
KRR E I RAEFEREFNN R E, FEREHRALZ NI G4, HEHETn~E,
% 3.5 MEAWIBN
it eI TABLE VIEW PROCEDURE TRIGGER
FUNCTION
INSERT N N
UPDATE J J
DELETE N N
SELECT N N
EXECUTE N N
ALL J J J J
=

ARl A, Al set BEEXT RPN H I, X R NFH Ak a5 1)
Azl R A ANAFAE, IEF .

© BRI

X RPH A

bool set_audit object (
setobjtype text,

16
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3.2.2.2.

settype text,
username text,
schemaname text,
objname text,
whenever int

)
B8
* 3.6. set audit object Z%
B ]
setobjtype KGR, AU SRR 5257 TABLE/
VIEW/FUNCTION/TRIGGER.,
settype BRI, DAAUE SCRFIER/EZRAY, INSERT/
UPDATE/SELECT/DELETE/EXECUTE/ALL o
username M4, HPWBIEHAE, BRIFFRE all’ &
R .
schemaname Wi 4, BRALIICAATE, BRIEFEE all’ &
AT R
ob jname MR, NGB IMCAFE, BRIEFRE all’ &
MNEERIE &
whenever HIFI AL ORI, AR T
i, 2N .
SN

* XfuxsmoH 7 testFR Mupdate il A #HAE AT # 1t

select uxaudit.set_audit_object('table', 'update', 'uxsmo', 'uxsmo’, 'test',2);

* XfuxsmoH 7 testFR Mupdate A E AT H it

select uxaudit.set_audit_object('table', 'update', 'uxsmo', 'uxsmo’, 'test',1);

X G2 T U
- EH

bool unset_audit_object(
setobjtype text,

settype text,

username text,
schemaname text,
objname text,

whenever int

)

17




LA T

Z# 3.7. unset audit object %[

8 |

setobjtype WG, I TR 2288, TABLE/
VIEW/FUNCTION/TRIGGER.,

settype BRI, WA SIS, INSERT/
UPDATE/SELECT/DELETE/EXECUTE/ALL.

username A4, AP BaeFE, RiEfEeg all’ &
RTA .

schemaname B4, RADINCAETE, BRIEFRE all’ &
T A B

ob jname NEZ, WNEWIMOHAE, FRAEfeE all’ &
BN

whenever AL ONERIERIGT, 1 NHEAE R sh
i, 280 H .

VAR
VEE

YOO T ) AT B R T A AT UG, R A 5E 4z DLRC A A AT DUH o
ity BWITEEBOH # it

i

* XfuxsmoH 7 testFR Mupdate BT A i /EHUH & it

select uxaudit.unset_audit_object('table', 'update’, 'uxsmo', 'uxsmo', 'test',2);

* Xfuxsmo 7 testR Hupdate i D EAE AT BUHE B 11,

select uxaudit.unset_audit_object('table', 'update’, 'uxsmo', 'uxsmo', 'test',1);

3.2.2.3. WHRLHITEE
s ARG R

select * from ux_audit_object;

- HifjfEN

select * from uxaudit.audit_object record();
) > Joran
3.3. HIUIHEH
uxdb B THE BAFREAE S TF SO BT SO A e 2 12 [ audi t log_directoryfREIERAR, R
BCENEBAE, RIS TR AR, H SO ar A2k 0y “@UgERtfE]_1D” , Hr “ID” 4

uxdb ZHER—ANME—EH. TR RN BLUBuxdb B guc 41 auditlog rotation size#d
SEo MEANEH U I B KN, R Hah Ul S, BRI R R S, s

18
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3. 4.

WCEEENFRE T . auditlog rotation size HRE{EN 10M, DBAMH /7 Al fEuxmaster )i
Zhi 8 e B S uxsinodb. confiHTECE, A RETEEAN 072047M.

bEE RS iaT, Hies B S AR, iSO 2 A S . EARBRTE LR, B
O AT BE 2 RN R 23 (B A B TCVE B N EH 1 30, A FBARGLIEIEFIEAT. SIXFE L
A3, @ % E gucS Hauditlog cleanup timefH auditlog retention daysi#47Hd
Ho auditlog_retention_days N iH iR IREE I REL, (BRAMEO, FRIRE AL
) . auditlog cleanup time N {+HEIREF KRR, (BYA{E 02:00:00" , EEM
RO R BRIk BA A A HE TR SR

RN EYSSERb]

2 FHUXDBIR L s T LR EAT 1 8 i B, &S SANCRAE Log_evt R rp, i iHRALH
ST CLEY AR PR RSP T EE, log_evtRETMUT N RN,

* 3.8. log evtFELEH

FF5 ¥4 KR P
1 audit no bigint ORI S, Y
2 logtime timestamp without | i [E]
time zone
3 username text R P4
4 dbname text ¥ 4
5 pid integer HFEPID
6 hostport text B AL A
7 sessionid text Z=i51D
8 sessionlinenumber bigint AT S
9 psdisplay text IR
10 sessionstarttime timestamp with time|Z1EFFUGHTIH]
zone
11 vtid text BRI 1D
12 tid text HIEFHSID
13 elevel integer R M
14 sqlcode integer SQLSTATE 4QhY
15 errmessage text iR E
16 errdetail text BRI SV
17 errhint text EiVAN
18 internalquery text SR NS EA
19 internalpos integer RN E T R/t
#
20 errcontext text Bz B C
21 userquery text FEENRMH A
22 querypos integer R E BTTE AT
#
23 fileerrorlocation text PRI R I B

19
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75 51144 HEA i B

24 applicationname text N 4

25 userid oid H P oidbriR

26 databaseid oid g FEoidbRiR

27 audit type text B 125

28 statement id text w4 1D

29 substatement id text A F1D

30 class text A

31 command text Ay SR

32 object type text K R A

33 object name text Xt B A4 FR

34 query text e

35 parameter text S
3.4.1. EHPTEFEMH

. e

HitH B FE K (vw log event) M FTE FHA4E.
* R

select * from uxaudit.vw_log_event;

ATA) ‘i:‘
1=

vw log eventfi & 5log evtR LA A .

3.4.2. B RIIIEAE

3.4.2.1. TR

uxaudit.event_process(
limit_page int,
where cmd  text,

sub list  int

)

* ZH

% 3.9. event process Z#{

ZH Tt B

limit page FRBEWE L EHE, BRAEWE —T.

where cmd RNBWM KM, textFB B, FH LG 5SHFEL N, B
WE 3.4.2.2.3 F “IgERMY

20
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ZH B
sub list TR TRR G|, VRGN RIEP R —ADTR, AR, B
WONE M TR

1. para3f{EARE/NTO0.
2. MRIETRZEIIEW, WRBEELRDTFRNIRE CEXINTFR)

3.4.2.2. I~
3.4.2.2. 1. BRAEH
RFENSEF RN RE T, LREEME.

select * from uxaudit.event_process();

elect * from uxaudit.event_proce
onid logtime audit_type | class | object_type | object_name command
substatement_id query

65.1215¢c 1 1 SHOW

r36ddde6 . 1215¢c 1 1 4. SSION MISC SHOW
ogin_idle_timeout
536ddde6.1215¢c SESSION MISC SHOW
ecurity
536ddde6.1215¢c 11 1 SESSION SHOW
how running_mode
r36ddde6 . 1215¢c 1 11 SESSION SHOW
how r i
536cY%eb2.e3 -11-18 14:49: SESS DDL TABLE c CREATE TABLE
create table t(id int);
536c9eb2.e3 -11-18 14 SESSION DDL ALTER SYSTEM
alter et enable_audit = off:
536c0eb2.e3 -11-18 14: SESSION MISC SHOW

SESSION MISC SHOW
curity
SHOW

SESSION SHOW
on_prompt
.eBaz2 1 DDL ALTER SYSTEM
ble_audit = off;
536c908d8.eBa2 1-18 SHOW

536c00dE . eBa2 1 MISC SHOW
ogin_idle_timeout
536c98d8. eBa2 1 g = 4,717 MISC SHOW

3.4.2.2.2. AT ERN

M ERE 0L, LIRS0 IAH 2Dk BIR D K.

select * from uxaudit.event_process(2);

21
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uxdb=> select * from uxaudit.event_proces )i
sessionid logtime audit_type | class | object_type | object_name command
ent_id substatement_id query

ALTER SYSTEM

SESSION MISC SHOW
y.login_idle_timeout
MISC SHOW

SHOW
SHOW
DDL ALTER
= off;
SESSION MISC SHOW
show enable_audit ;
SESSION MISC SHOW

security.login_idle_timeout
4.711 | SESSION MISC SHOW

uxdb=> select * from uxaudit.event_proc "'TABLE" "'
onid logtime class object_type | object_name command state
ment_id | substatement_id 4
5c 1 5 L1 WRITE = INSERT

6.1215¢c 114,514 WRITE c INSERT

6.1215¢c 1-11 i WRITE c INSERT

6.1215¢c 1-11 :14.5 WRITE c INSERT

6.1215¢c 1-11 WRITE kS INSERT

536ddde6.1215¢ 1-11 WRITE > .13 INSERT
into

536ddde6.1215¢ 1-11 WRITE > .13 INSERT
into

26.1215¢c 1-11 WRITE > cige INSERT

36.1215¢ WRITE > .2 INSERT
36.1215¢ WRITE .2 INSERT
6.1215¢ SESST WRITE .2 INSERT

value
.1215¢c WRITE .12 INSERT

3.4.2.2. 4. TRAH

select * from uxaudit.event_process(1,",-1);
select * from uxaudit.event_process(1,",3);

22
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uxdb=> select * from uxaudit.event_process(1,"’
the index of subtable is is

uxdb=> select * from uxaudit.event_process(1,"’
: subtable!

uxdb==

3.4.3. BRI IHEAE

3.4.3.1. TR
St

uxaudit.event exception (
limit_page int,

where _cmd text,

sub list int,

)

- ¥

% 3.10. event exception Z%f

ZH Ui I

limit page FoRBW L TEHE, BIABERE T,

where_cmd FToRBMEM, textRA, HHHISTREL L, BEfES
WA 3.4.3.2.3 A% “fRwEdril

sub_list FoRBEWTR, LRGN EETE—NTR, RABNHRE,
BN E R FK.

e
L AR ER R ANRAEE S, BEL0G, KIGEE.
2. TUHL (paral) AREDT1, HIUHRES.
3. TRZES| (para3) NEE/NTO0, HNHRES.
4. WRIETRRIIER, MPRARD)TRURE CEXN TR

3.4.3.2. =
3.4.3.2. 1. BERIAAEH
B LRS-, LR KE.

select * from uxaudit.event_exception();

23
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uxdb=> select * from uxaudit.event ceptiol :
logtime command elevel
errdetail | errhint

relation
insert into t1 valu
INSERT relation "t
insert into t1 valu
INSERT relation "t
insert into t1 valu

INSERT relation "t1°
insert into t1 valu

t

ao databas

b application_nam
c8167.e117 8 g received SIGHUP, reloading configuration fi

c9eb2. T T T SYSTEM BOOT: conne on broken,process exit
Process

coe g 14: . 446 authenti 0 connection authorized: user ao database=
b application_nam

c9e92, 8 14: 11 authenti 0 connection authorized: user ao database=
b application_name=audit collector

c88b2.eB8c 1-18 1 1 9 database tem is shut down

c98b2.eB8c T 1:3¢ received fast shutdown reque

36c968de . eBa2 1-18 T SYSTEM BOOT: conne on broken,process exit

3.4.3.2.2.  HofeEEH

select = from uxaudit.event_exception ;
sessionid logtime command elevel
e

relation "t1" does
insert into t1 valu
ddde6.1215¢c 11-11 114 authentic on conne on authorized: use o database=
application_name
6c9167.e117 11-18 14 received SIGHUP, reloading configuration fi

YSTEM BOOT: co broken, proce
1 authorized: user o database=
1 authorized: user sao database=

application_name=audit collector
98b2 .eB88c 1-18 1 database system is shut down

636c08b2 .eB8c 1-18 1 received fast shutdown request

SYSTEM BOOT: connection broken, process

3.4.3.2.3. IBEHN

I FEREIT, HHHOINL0GHITE & .

select * from uxaudit.event_exception(1,'elevel=15',0);

24



elect * from uxaudit.event_exception(1,'e
logtime command
errdetail errhint

authorized: user=
b application_nam
6ddde6.1215¢c 11 114 ] authentication connection authorized: user= ao database=

b application_nam
6c9167.e117 8 14: received SIGHUP, reloading configuration fi

SYSTEM BOOT: connection broken, process exit

authorized: use ao database=
b appllcatlon nam
6c9e92. 7 B 14:47:46.411 authenticatio connection authorized: user=-uxsao database=
b application_name=audit collector
6c98b2. eB8c 11-18 6 database tem is shut down

536c98b2 . eB8C 8 5 received fast shutdown request
6c98d8 . eda: 8 idle SYSTEM BOOT: connection broken, process exit
rocess

6c98de. eda2 8 7 authentication connection authorized: user= ao database=
uxdb application_nam {

#£ 3,11, iR N AR

KA gl
LOG 15
INFO 17
NOTICE 18
WARNING 19
ERROR 20
FATAL 21
PANIC 22

3.4.3.2. 4. TCREH

select * from uxaudit.event_exception(1,'",-1);
select * from uxaudit.event_exception(1,",3);
select * from uxaudit.event_exception(0,",3);

select # from uxaudit.event_exception(
the ind of subtable is is !
select * from uxaudit.event_exception(
subtable!
select * from uxaudit.event_exceptior
_the page number is !

uxdb==

3.4.4. TR IEER

3.4.4. 1. TR
- W
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uxaudit.session (
sessionldIn text,
sub list int

)
EE
— RS P EFE ST N — 25103k
* B
* 3.12. session ZH
ZH 1t B
sessionldIn Fnsessionid, ERUNTRREM ST SUE
sub_list FoREW TR, LR EFHE TR,
WA BN HREE, BRINOCNE R EK.

Zs

BV
1. para2hge/NTF0, T HRES .
2. WIETREIN AW, WREAHLDFRURE CERNPNTFR) .

3.4.4.2. 7~

3.4.4.2. 1. BRAEH
THERFTESEER.

select * from uxaudit.session();

select # from uxaudit.session():
dbname | applicationname | hostport ionstarttime

xdb [locall]
xdb [local]
xdb [local]
xdb x [locall]

3.4.4.2.2. FOIRELH

= gelect * from uxaudit.session('636d 5");
username | dbname | applicationname r ionstarttime

de29e.12255 uxsao
row)

uxdb=> []

26
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3.4.4.2.3. fREAM

S0 3.4.2.2.3 11 “PREEMMIEE 3.4.3.2.3 T “UREAUY
3.4.4.2.4. TR

TRE G TR A B A

select * from uxaudit.session('',1);
select * from uxaudit.session('',-1);

uxdb=> select * from uxaudit.session( '’
; subtable!

uxdb=> select * from uxaudit.session{ ',-1):
_the index of subtable is is I

uxdb==>

3.4.5. HHEREER
BHHPERELR, WEHRINE RS,
3.4.5. 1. AMHKEL
© B
uxaudit.login (
usernameln text,
sub list  int

)

. B

% 3.13. login &%

S5 Wt B

usernameln ?Eﬂ?)ﬂ)‘j%, BRIANNT RN E W &SR

sub list TR TR, 1RIRILH R F 2 — A1,
AT HREE, BRINOCNE R F K.

1. para2AEE/NT0, 7 NIHREE .

2. MAETRRIIEM, WREAERE TR CEXNM TR .

27
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3.4.5.2. =M
3.4.5.2. 1. BRAEH
BRI WA SRS B, AL RS R

select * from uxaudit.login();
hostport

uxdb [local] : 11-1 81 connection authorized
application_name=uxsql

uxdb [local] z 1-1 1142 connection authorized
application_name=uxsql

uxdb [local] 5 1-18 14:4: ] 6 connection authorized
application_name=uxsql

uxdb 2 1:548

- 818 n authorized
application_name=audit collector

uxdb [local] 1-1 . connection authorized
. user application_name=uxsql
6c98b2.e09f uxdb 4 1-18 connection authorized
: user=uxsao database=uxdb application_name=audit collector

username dbname hostport result
errdetail

[local] 1 1 connection authorized
cation_name
36ddde6.1215¢ X xdb [local] 1-11 3 connection authorized
sao databas application_name
uxdb [local] 1-18 connection authorized
application_name=
uxdb s 11-18 14: 4171 connection authorized
application_name=audit co
uxdb [local] 1-18 7 connection authorized
application_name=uxsq
uxdb 1E connection authorized
. user-uxsao database-uxdb application_name=audit collector

3.4.5.2.3. fREEM

S0 3.4.2.2.3 T “FREMMME 3.4.3.2.3 T “YRE
3.4.5.2.4.  EHEN

FRR G T REERA BIHRAL .

select * from uxaudit.login('ul’,1);
select * from uxaudit.login('ul',-1);
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uxdb=> select *# from uxaudit.

; subtable!
uxdb=> select # from uxaudit. |
the index of subtable is is
uxdb=> ||

3.5.  EHITULREH
3.5. 1. f#FULAH

L AEFHTIIRESIE N, KRB H SRS 4.

2. ERIGCHETEAEREE RN B, BT

3. MR XTRE M S E X AT I

4. EREFIN, SFIHETAX SRR, A ARE.

5. fEBLESHIMN, BIFRHLIXOEERR, B —FKE.

6. WERMPPATI—RIE A S BERF T8 T HAILE, NS s i SO A — 4w i
Ko

T GREEREA X RE BN, (HRPATIECN R 2 A R RE, B s s, HEk
UE B S BT G, IFDLECHEIN g RE A5 B T L R

8. WCBLESHIHRIEMA 8O0 SR G, AN H F s E IR, [ER

clear invalid record () {EETLRICF.

3.5.2.  FpEkima i id
1 WFREEE, FEKEselect 4 BEH T

RYE R, H 1R sLH 2 F Hobject access hook, ZESELECTiEAJHHATRIEX
(ExecutorStart hookJg) Hif InvokeFunctionExecuteHook I, <A FUNCTIONH] ' ific
X, MHASRGRECE . BT AR 1R EBAEPAT I # A4 X R o7 20, BT DUASRE
PRAUEXT BT B E ) H 1t

2. XFERMFImergetfE.
mergef/EJE T dml #efE, S itdmlEE RARPEac IBURAZFIWIHT, Timerge e /EAR 2 12
mergeWhenClausefjcommandType AR, [Flti% B insert/update/deletel, MRIFIHF ML H
Thmergedt HeEff

3. HubdE L, BAT RIME A2 BT B e R .

uxaudi t R EHAT IR E 1 T, PATEREF R RS HNXFHIS, £ THIHMER
(4T %rstart. run. endidFE) .
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SiR Al D ] 42 ]

4.2. 1.

4.2. 2.

HRRE LM P INBIREA, FAIRAAER E PR AR i, %, ME. Hlw. 5l
IR KANRFR: HOMEONE DWW, R MRS, B EE 2R, %
AR Z AL TR . R AR U T -

AL=(11,12, ..., 1p) RFERFEL, Holi(I<isp) RpRBINEL, HAEILNEIANFLoT
= H&EAC={cl, c2, ..., en} RILTHERFRVEH, Ko PRz M. frid
S={81,82,..., sn} & HiSi U<i<n) HAWHIES. SiRFHTR S EHEARN T4
Si=(11,Ci), li €L, Ci €C,

Fric 2 8 7 58 R 5 SN WSHAERE P AN e & Si= (11, C1) MSj=(15,Cj), HHAHII<]]
HCiRCiHFEERN, BSi<Sj.

VAU
=
1. ZEgnair), B—"ridd REEs — 155,

2. JuFE RSy, LR EOANEE ZANEE. Bk, —MridERa
R EmNEER, REVNEEREHIETEE. MR 2
YGRS, ASFEVEE R SGE S . EE, UXDBTE Rl —ANSRBg i
ES R RIS AE N

3. AEGANEHL, - NKRH F— AR R Kk, NESEMERR L
HIT BRSNS, W A AE R SR R ANVE . UXDBX S0 42 74K A
HAE, AfEHEL64.

EX LS N
Kl P b B B IMRIL: KBRS, RKENS, RANERRL, BN TERRCAERIN S br
e RN ERCH, — PR EX ML .

*£ 4.1, FAEFRICKRA

FRiC SRR & 3

KR WP AEBAT G ERAER,  Fragil 20 fm 24
Lo

S NGEINT P FEREAT B HRAERT,  PTREIA B 1 B o 22 e 2
ZIR

/NG R FAPEBEAT SRR, T REIS B 1Rk = 42
Ao FPE R NS ARC RN G RRIC .

N R RE . BUASIARIC R EARIL .

FRINE brid M A TTARS, JTTHRERRIE. SN EhR
LN AL, BOASARIC RS Rt AL

bric Ebisg

tric kb or Riz e X W (policyidl, levell, scopel) >=(policyid2, level2, scope2) 1T,
H4policyidlhZiipolicyid2AH5E (B A PRI, policyidA0), level IEfEH K T-5T
level2 (A ERICSE, level BE NO0), scopel®frscope2 (VEHIRCH scopeNZ) o ScopeXH
iy, ZAZ0ID (unsigned int) JTHEEEGIBH

© TR

31



SiR Al D ] 42 ]

select: max_read >=row_label

insert: EIEHGA, fridfydefault write
update: max_write >=row_label >= min_write
delete: max_ write >=row_label

© FIRLRY UL
select: max_read >= column_label
insert: max_write >= column_label >= min_write

update: max_write >= column_label >= min_write
delete: max_write >= column_label

4.3. Vi A FE ]

UXDBFR) 56 1 17 17 42 i AEBLPAS A (R B Atk A 7 — @ M ekidk, RA “RmRisk, XIa5” g0, st
L F AR AT 1) 4 6]

4.3.1. Ly

VT 2 ) U AN ) L. UXDB B SE 3R IUE AR FR AT, SRR ik B 3RAS AR AE [R]— SEm b i i Kb
Qo PRGBS FCVF I A 2 A A -

© BiRBARRIL.
o FRAIRC, EAAER SRS AT FRC L B R ERRIL R T AL .
I, A8k T A B AR U

4.3.2. Gyl

55 il ] RN, UXDB S Je iR bR ic, ARSI EI3RAT EARAE R — 3Rng b i K S hric A
/NGRRG. FHERAE LT RVE RS R R

© BRBARRIL.

o FRARRC, EAAERF EA D, B R BRI RN SRR T R AR L BN S b
e

B, AR R O AR HE T .

4.4.  SRVFMHREE. RGERANT
4.4.1. FRRGFEKNT]

UXDB % 4= 045 P il 1 R Ge R AF A s Uy A o et ks

*x 4.2. RGFE

x4 Eiipa
ux_mac_policy 171 SRS 58 X
ux_label level GRS B
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x4 iR

ux_label scope g E B

ux_user label R TR IN ATl

ux class reloptionsF B A7t TG id

XX 15 B 5 U7 SRS 1) 3 plcol, plcol level, plcol scopefifiEfThric

(Fams1)

ux_attribute

YlattoptionsfHigFbric

1. ux mac policy, ux label level, ux label scope T 1FfifSK0E & AN AL o

* 4.3. Fux mac policy%liihA

B Eyit) Eiip

oid oid HE&Hoid
policyname name TR [ 24 R

* 4.4. Fux label level#liifH

s Byt ik

policyid oid HMgHoid

levelid oid WG NS P AE L ] oid
levelname name SR X5 N 25 2% (1) 44 R
% 4.5. Fux label scope#l|iiifH

s Byt ik

policyid oid HMgHoid

scopeid oid TRME X N Y8 Fl 1 oid
scopename name SR X5k N 30 [ 1 48 R

ux_user labelf#fi EMAbriC, EMRMRCHTLIA 21

* 4.6. Fux user label%l|ijiAf

BN I 5lH Eitipa
useid oid ux_authid. oid HH&Hloid
policyid oid FM&oid
max_read level oid B R BEAE 2R
max_read scope oid KB
max write level oid YN
max write scope oid b NS BE |
min write level oid SUNCE 37
min write scope oid /NG Y
default session level |oid BINSTEE L
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3

EAS g3 51 H BN
default session scope |oid RN ST VU
default write level oid BINEER
default write scope oid HINE VL

-[ RECORD 1 1-------
oid

relname
relnamespace
reltype
reloftype
relowner

relLam
relfilenode
reltablespace
relpages
reltuples
relallvisible
reltoastrelid
relhasindex
relisshared
relpersistence
relkind
relnatts
relchecks
relhasrules
relhastriggers
relhassubclass
relrowsecurity
relforcerowsecurity
relispopulated
relreplident
relispartition
relLrewrite
relfrozenxid
relminmxid
relacl
reloptions
relpartbound

fFux classfireloptionsiZIidmac policy idfFfEHN&id,

uxdb=> select * from ux class where reloptions!="{}";

16385
table copy
2200

16387

0]

6019

]
il

16385
0
0
0
0
16388
£

ot = = —h © N T —h

U@ =h O

{mac_policy id=16384}
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4. fEux attributeffJattoptionsi&¥idmac policy id, mac label levelflmac label scope
AEEBIRRIC .
uxdb=> select * from ux_attribute where attoptions!="'{}";
-l RECORD 1 J-4------mmmmmmmm s s s oo oo mm e
attrelid | 16401
attname |
atttypid |
attstattarget |
attlen |
attnum |
attndims |
attcacheoff |
atttypmod |
attbyval |
attstorage |
attalign |
attnotnull |
atthasdef |
atthasmissing |
attidentity |
attgenerated |
attisdropped |
attislocal |
attinhcount |
attcollation |
attacl |
attoptions |
attfdwoptions |
attmissingval |

{mac_policy id=16400,mac_level_id=3,encoded_mac_scope=7}

5. ¥rilanRslplcol, plcol level, plcol scopefEfATHIFRIC

4.4.2. FHRERE
* 4.7 HREE

PSR EA EEiba
mac_create policy A1) 2 TR
mac_set user label B E AR
mac_apply row policy BB BT bRl
mac set column label WE BRI
mac_drop policy TR 55 e
mac_drop_user label LA LN T
mac_drop _row policy R B ARAT Fobric
mac_drop column_label R & AR S b id
4.4.2.1.  BIEEIRENE
Sk

mac_create policy("policyname','level list','scope_list")
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- BY

% 4.8. mac create policyZ#iiH

ZH b

policyname RS A FK -

level list SERHKR, NI,

scope list JuHE SR, JaRE SRS T 32,
4.4.2.2.  WEEMAFRD

mac_set user_label('username','policyname’,'max_read',)'max_write',)min_write','default_session',
'default_write")

. B¥

# 4.9. mac_set user label ZH1ji

ZH Ui

username e (HP2 .
policyname WS FK o
max_read K BEARIE .

max write B REFRIL

min write w/NERRIE
default_session BRINE TR
default write BINERid,

* FricH
max_read>=max_write>=default write>=min_write

max_read>=default session
4.4.2.3. WEBRMITEIRLD
- EH
mac_apply _row_policy('schema name','table_name','policyid")

#* 4.10. mac apply row policyZ#{iiH

ZH P 1

schema_name AR R AT R4
table name TERCIRS .

policyid Fric R SRS 4
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EE
SUREZE B 4 - OV 2 AT ST«

4.4.2. 4. BEZFREIY AL
© BRI
mac_set column_label('schema name','table name','column_name','label')

. B¥

* 4.11. mac set column labelZ#i%iHA

S Wi B
schema_name T ERR R AT R4
table name T EFRCR S
column name FEBMCF 4 .
label I IIFRIC
R

AR F Ol B AR T Sbrid.

4.4.2.5.  fHBR RN
© R
mac_drop_policy("policyname")

- B

* 4.12. mac drop policyZ%iiiiH

S Wi B
policyname ) o SRS 1T 44 R
EE

OB o S s e 322 SRS AN BE AN, AR AR B A, 75 2 it

4.4.2.6. MW TEHIRLD
© EH
mac_drop _user_label('username',' policyname')

. B¥
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#* 4.13. mac drop user label Z#{ii

B ]
username FH 44K .
policyname MR IR

4.4.2.7.  MERFEARITRFRL

* %L

mac_drop_row_policy('schema name','table_name")

- BY

* 4.14. mac drop row policyZ#ini

ZH Wt B

schema_name A bRc IR TR U R

table name WAMICIIRAIERS .
EE

T B3 2 A AT Ao i U B B o R PR st 5 1), R i P 8T DL/
PER Pl 5 KA RN AR S, 75 2L E R i B R b
Y&, R B B A T L

4.4.2.8.  MEREAZ LR
© KL
mac_drop column_label('schema name','table name','column_name')

Z# 4.15. mac drop column labelZ#{iiiH

ZH Ui

schema_name WA IR ATER AR
table name HAPCIRIES .
column_name WE LS4 .

4.5.  5ERVTSEH

4.5. 1. ATUT R ¥R
1. uxsmoBEMEH .

uxdb=>\¢ - uxsmo
You are now connected to database "uxdb" as user "uxsmo".
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uxdb=> create user u_rowl password '1qaz!QAZ';
CREATE ROLE
uxdb=> create user u_row2 password '1qaz!QAZ';
CREATE ROLE

uxssofl @ g, FHE ERRIC.

uxdb=> \¢ - uxsso

Password for user uxsso:

You are now connected to database "uxdb" as user "uxsso".

uxdb=> select mac_create_policy('p_rowl1','1,2,3,4','s1,52,83,54");
mac_create_policy

(1 row)

ARIL AR KON, 2, 3, 4o

AR 1715 (20 + 2 + 22+ 2%)

GrA A PR B BRCR AL . R EARE. RS R BUASTERRICMBOA S FRid.
uxdb=> select mac_set_user_label('u_rowl', 'p_rowl’, '3:s1,52,s3", '3:51,s3',
'2:51','1:51",'3:51,83");

mac_set user_label

(1 row)

uxdb=> select mac_set_user_label('u_row2', 'p_rowl’, '4:s1,52,s3", '4:51,s2',
'4:51,82','2:51',"4:51,52");

mac_set user_label

VRTETN
VR

u_rowl I KEEARIC 3151, 52, 53" E ST HI3RRESON3, B S50
sl s2, s3FRVEHENT (2704271 272 ) 3 HAEFID 3:s1,s3 HES
HITH 3R R N3, B SRHA s1, s3° FRjaE NS (270 4272 ) o H
fhbric ANy Bl it 5. 45 1A R AR .

*® 4.16. HEEK

MW | KB I NC] NG Bil=id (B
u_rowl 3:7 3:5 2:1 1:1 3:5
u_row2 4:7 4:3 4:3 2:1 4:3

uxssof| @ MNA R I 1% B # AT hR

uxdb=> create table public.table_row (i int, k text);
CREATE TABLE
uxdb=> grant all on table_row to public;
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GRANT
uxdb=> select mac_apply_row_policy('public','table_row','p_rowl');
mac_apply row_policy

(1 row)

u_rowl Flu_row2H F 43l NEdE, FFEBEFRC.

uxdb=>\c - u_rowl

Password for user u_rowl:

You are now connected to database "uxdb" as user "u_rowl".
uxdb=> insert into table row values(1,'u_rowl");

INSERT 0 1

uxdb=> select plcol,plcol_level,plcol_scope,* from table row;
plcol | plcol_level | plcol scope |i|k

+ + -+
16386 | 3] 5]/1]u_rowl
(1 row)

uxdb=>\c - u_row2

Password for user u_row?2:

You are now connected to database "uxdb" as user "u_row2".
uxdb=> insert into table row values(2,'u_row2');

INSERT 0 1

uxdb=> select plcol,plcol_level,plcol_scope,* from table row;
plcol | plcol_level | plcol scope | ik

+ + S
16386 | 3] 5/1]u rowl
16386 | 4] 312 |u row2

(2 rows)

u_rowl FRR A H i dE
THAZE R : u rowl /7 JEBLT u_ row24d N A

uxdb=>\c¢ - u_rowl

Password for user u_rowl:

You are now connected to database "uxdb" as user "u_rowl1".
uxdb=> select plcol,plcol_level,plcol_scope,* from table row;
plcol | pleol_level | plcol scope |1 |k

+ + ot
16386 | 3] 5|1]u_rowl
(1 row)

u_rowl P SEEEGE, B PN P AR .
THZE B u_rowl Fl P ERUE Eu_row2 FH P B HLHE

uxdb=>\c - u_rowl
Password for user u_rowl:
You are now connected to database "uxdb" as user "u_row1".
uxdb=> select * from table_row;
ilk
S S
1|u_rowl
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(1 row)

uxdb=> update table_row set k ="ul";
UPDATE 1

uxdb=> select * from table_row;

ilk

uxdb=>\c - u_row2
Password for user u_row?2:
You are now connected to database "uxdb" as user "u_row2".
uxdb=> select * from table_row;

ilk
R

2| u_row2

1|ul
(2 rows)

u_row2 VR EEE, 40 A AN P A T O .
THAZE R u row2 7 ERUE U rowl FH A
Rt row2iX 248, W FAs.

uxdb=>\c - u_row2
You are now connected to database "uxdb" as user "u_row2".
uxdb=> select * from table_row;

ilk
e

2| u_row2

1|ul
(2 rows)
uxdb=> update table_row set k ="u2';
UPDATE 1
uxdb=> select * from table_row;

ilk

u_rowl FREERu LIRS, RPN,

uxdb=>\c¢ - u_rowl

Password for user u_rowl:

You are now connected to database "uxdb" as user "u_rowl1".
uxdb=> select * from table_row;

ilk
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4.5.2. i a) |
1. GIEMERA P, AR,

uxdb=> \¢ - uxsmo

You are now connected to database "uxdb" as user "uxsmo".
uxdb=> create user u_coll password '1qaz!QAZ';

CREATE ROLE

uxdb=> \c - uxsso

Password for user uxsso:

You are now connected to database "uxdb" as user "uxsso".
uxdb=> select mac_create policy('p_coll','1,2,3,4','s1,52,53,54");
mac_create policy

(1 row)

2. WEIEMARL.

uxdb=> select mac_set_user_label('u_coll', 'p_coll’, '3:51,52,s3", '3:51,53",
'2:51','1:51",'3:51,83");
mac_set user label

VAT
E=

u_col LA ECRIE RIS (3:7)  wKREhid (3:5) « BHNE (3:5) .

3. Pffu_collFH /7, Uz R AR L .

uxdb=>\c - u_coll
Password for user u_coll;
You are now connected to database "uxdb" as user "u_coll".
uxdb=> create table public.table_col(a int ,b int,c int);
CREATE TABLE
uxdb=> insert into table col values(1,2,3);
INSERT 0 1
uxdb=> insert into table_col values(10,20,30);
INSERT 0 1
uxdb=> select * from table_col;

a|b]c
_____ T R,

1] 2] 3

10] 20| 30
(2 rows)

4. fgEEEktable colFEFIbbric.

uxdb=> \c¢ - uxsso

Password for user uxsso;

You are now connected to database "uxdb" as user "uxsso".

uxdb=> select mac_set_column_label('public','table_col','b','p_coll','3:51,52,53");
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4.5. 3.

4.5.3. 1.

mac_set column_label

(1 row)

bFIFRIE (3:7) .

Hif)F table col Hid .

AR : u_col I [ & F table _col FIb% .

uxdb=>\c¢ - u_coll
Password for user u_coll;
You are now connected to database "uxdb" as user "u_coll".
uxdb=> select * from table_col;

a|b|c
_____ S R

1] 2] 3

10] 20| 30
(2 rows)

T Sitable col#dE .
THHAZE R : u col 1H M eBlE S table col KHIbEHE .

uxdb=> update table_col set b=22;
ERROR: access denied for violation of MAC rules
uxdb=> delete from table_col where b=2;
ERROR: access denied for violation of MAC rules
uxdb=> insert into table_col values(100,200,300);
ERROR: access denied for violation of MAC rules
uxdb=> insert into table_col(a,c) values(100,300);
INSERT 0 1
uxdb=> select * from table_col;

a|b]c
_____ T R

1] 2] 3

10| 20| 30

100| ]300
(3 rows)

with plcolsifik:

copy to with plcolsifiE

B SR SR . B E uxsmoH T FAAARIC .

uxdb=> \¢ - uxsso

You are now connected to database "uxdb" as user "uxsso".
uxdb=> select mac_create_policy('p_copy','1,2,3,4','s1,52,53,54");
mac_create_policy
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uxdb=> select mac_set_user_label("uxsmo', 'p_copy', '3:s1,52,s3", '3:51,53',
'2:51','1:51",'3:51,83");
mac_set column_label

(1 row)

uxsmofl M AFK, FkEREMITIRD,

uxdb=> \¢ - uxsmo

You are now connected to database "uxdb" as user "uxsmo".
uxdb=> create table public.table_copy (i int, k text);
CREATE TABLE

uxdb=> grant all on table_copy to public;

GRANT

uxdb=> \¢ - uxsso

Password for user uxsso:

You are now connected to database "uxdb" as user "uxsso".
uxdb=> select mac_apply_row_policy('public','table_copy','p_copy");
mac_apply row_policy

(1 row)

WANRE S, FFAW.

uxdb=>\c - uxsmo

Password for user uxsmo:

You are now connected to database "uxdb" as user "uxsmo".
uxdb=> insert into public.table_copy values(1,'11111");
INSERT 0 1

uxdb=> insert into public.table_copy values(2,'22222");
INSERT 0 1

uxdb=> select plcol,plcol_level,plcol_scope,* from table_copy;
plcol | plcol_level | plcol_scope | 1|k

+ + et
16404 | 3] 501] 11111
16404 | 3] 512122222

(2 rows)

copy BIE B S, FFEEXHNE.

FiAgsE K. {FHwith plcolsfficopy toiEiE, T Eplcol. plcol level. plcol scopefd
5B 51 R B R copy 2 304

uxdb=> copy table_copy to ''home/uxdb/table_copy.txt' with plcols;
COPY 2

[uxdb@localhost ~]$ cat /home/uxdb/table_copy.txt

p_copy:3:s1,s3 1 11111
p_copy:3:sl,s3 2 22222

copy 33l 04 ) S
FHAZE 5. f#FHwith plcolsHcopy binary toifik, AIFrikifEyd:, Hid.
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uxdb=> copy binary table_copy to ''home/uxdb/table_copy.binary' with plcols;
ERROR: copy plcols in binary mode is not in support at present

4.5.3.2. copy from with plcolsig&yk

1. JE¥Mtable copyF iR,

uxdb=> truncate table_copy;
TRUNCATE TABLE
uxdb=> select plcol,plcol_level,plcol_scope,* from table_copy;
plcol | plcol _level | plcol_scope | 1|k
+ + -+
(0 rows)

2. M3Afcopy Bl HIL, FHFEMWENE.

TidHZE B ffHwith plcolsHicopy fromi&yk, RKfl{plcol. plcol level. plcol_scope
R 51 () SRR AE A% (R copy BEE T .

uxdb=> copy table_copy from '/home/uxdb/table_copy.txt' with plcols;
COPY 2

uxdb=> select plcol,plcol_level,plcol_scope,* from table_copy;

plcol | plcol level | plcol scope | i |k

+ + S
16404 | 3] 51111111
16404 | 3] 51222222

(2 rows)

3. Mk S copy B dE IR
TidHgE B i with plcolsfcopy binary fromiBiik, ASCRFULEE, 4.

uxdb=> copy table_copy to '"home/uxdb/table copy.binary';

COPY 2

uxdb=> copy binary table copy from ''home/uxdb/table copy.binary' with plcols;
ERROR: copy plcols in binary mode is not in support at present

4.5.4. EIFHEAMERIMA I Kenable_mac_cache

HT oy shae, EEASIENHRES T, Bt lenable mac_cache .

4.5.4.1.  FFrFH
1. BEEIFRIRE.

uxdb=> show enable_mac_cache;
enable_mac_cache

2. uxsmof M)A .

uxdb=> create table public.test(id int,info text);
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4.5.4. 2.

CREATE TABLE

uxssof 3 HmE 1% B F AR K BAARbRIC .

uxdb=> select mac_create_policy('p_insert','1,2,3,4",'s1,52,53,54");
mac_create policy

(1 row)

uxdb=> select mac_set_user_label('uxsmo', 'p_insert', '3:s1,s2,s3", '3:51,53',
'2:s1','1:51','3:51,83");

mac_set_user label

(1 row)
uxdb=> select mac_apply_row_policy('public','test','p_insert');
mac_apply _row_policy

(1 row)

uxsmoffi NEHE F- A FH B [/

uxdb=>\c - uxsmo

Password for user uxsmo;

You are now connected to database "uxdb" as user "uxsmo".

uxdb=> \timing

Timing is on.

uxdb=> insert into public.test select generate_series(1,100000), mdS(random()::
INSERT 0 100000

Timing: 347.036 ms

uxdb=> insert into public.test select generate_series(1,100000), mdS(random()::
INSERT 0 100000

Timing: 348.437 ms

uxdb=> insert into public.test select generate_series(1,100000), mdS(random()::
INSERT 0 100000

Timing: 331.090 ms

uxdb=> insert into public.test select generate_series(1,100000), mdS(random()::
INSERT 0 100000

Timing: 350.557 ms

uxdb=> insert into public.test select generate_series(1,100000), mdS(random()::
INSERT 0 100000

Timing: 338.984 ms

T RFT I
uxssoBt BT ¥ T I 5 5 Hds .

uxdb=>\c¢ - uxsmo

You are now connected to database "uxdb" as user "uxsso".
uxdb=> alter system set enable_mac_cache =on;

ALTER SYSTEM

uxdb=>\q

[uxdb@localhost bin]$ ./ux_ctl -D testdb1 -1 logfile restart
waiting for server to shut down.... done

text);

text);

text);

text);

text);
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server stopped

waiting for server to start....uxmaster status ready
done

server started

uxsmofdi AFHE M

uxdb=> \c¢ - uxsmo

You are now connected to database "uxdb" as user "uxsmo".

uxdb=> \timing

Timing is on.

uxdb=> insert into public.test select generate_series(1,100000), md5(random()::text);
INSERT 0 100000

Timing: 285.952 ms

uxdb=> insert into public.test select generate_series(1,100000), md5(random()::text);
INSERT 0 100000

Timing: 268.499 ms

uxdb=> insert into public.test select generate_series(1,100000), md5(random()::text);
INSERT 0 100000

Timing: 288.667 ms

uxdb=> insert into public.test select generate_series(1,100000), md5(random()::text);
INSERT 0 100000

Timing: 271.712 ms

uxdb=> insert into public.test select generate_series(1,100000), md5(random()::text);
INSERT 0 100000

Timing: 267.189 ms

RIS IE AT ] 49343, 221 ms, T HFHF IS RNEITI A 2276. 404 ms o FHULAT L, 4T
Henable mac_cache, HtEFHAMEEHE TR
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b. 1.

5. 2.

0. 2. 1.

5. 2. 2.

5 = HEREE
ik

VRN P 2 (5 RAT A RARER AR 55t , 0t e b A A2 B MR, o 7 1 0t ol o ORI B
A L E o IR S e e R A - DN T B

UXDBIRAE 7 LA RGO, H AT i hneg . SIinss A2 mn e . J5 68 = N A [H

W . R A S OB RS A T . AT B . AN 22 A 2 A5 PR R T i
o EFEINEMSIINEA AR, ARAERIFAN IS .

A P

S B E P IT A AR SR BdER. Rl AR St T s a8 XM
BRI SRR I B AR T, T el 8 P 0 0 6 B
B, T DCRIBUX A AR SN (. (R MR rh AR It = e, 2[RI g AP AL A
Vi, Bk, AEINE S RGER S R — R IR

RN Ty 5\
RAAEYIEEAC R _E-MSEos AT AT 2 P . g1aadbiis-M, R shin 75 Zhn-MS 4
S EINEAAEARHERLIC, FRER Pt i, R g e T HE .

A~
O AR 52 AR .

L W64 I A sh e .

Jinitdb -M -D testdb -W —security
Jux_ctl -M -D testdb -1 logfile start
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[uxdb@localhost bin]% ./initdb -M -D testdb -W --security
The files belonging to this database system will be owned by user “uxdb”
This user must also own the server process.

The databse cluster user will be set to "uxdb"”.

The database cluster will be initialized with locale “en_ US.UTF_8".
The default database encoding has accordingly been set to "UTF8".
The default text search configuration will be set to "english".

Enter new database encryption key:
Enter new column encryption Key(len is 1~16):
Data page cksums are enabled.
Using uxcrypto for Tfull database encryption.
" new System Manage officer user's password:
it again:
tem Security officer user’'s password:

~ it again:

ating directory testdb ... ok
i ok
posix
100
_ ... 128MB
=fault time zone ... Asia/Shanghai
\figuration files
tstrap script ... ok
performing post-bootstrap initialization
syncing data to disk ... ok

You can now start the database server using:

JJuxdb -M -D testdb
or

fux_ctl -M -D testdb -1 logfile start
and
start client using:

LJuxsgl -d uxdb -U uxsmo

[uxdb@localho

Enter databa

waiting for
done

server started

oAz G, QRIS

Juxsql -d uxdb -U uxsmo

uxdb=> create table public.t1(id int ,name char(10));
CREATE TABLE

uxdb=> insert into t1 values (1,'hhhhhh');

INSERT 0 1

uxdb=> insert into t1 values (1,'hhhhhh');
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D. 3.

5. 3. 1.

5.3. 1. 1.

INSERT 0 1
uxdb=> checkpoint;
CHECKPOINT

3. EMRILAFEAR

uxdb=> select ux_relation_filepath('t1");
ux_relation_filepath

base/13592/16384

(1 row)

4. HENEEREH R EH R

[uxdb@localhost bin]%é vi testdb/base/13592/16384

Bleeeeee
BEEOB 10 :

0EBORdO
00000l
5 DOROOTO:
/ DOBD10O:

d®ag
alée
Bc3b
abtd

0868
5dba
Becd
5612
1bed

? d456

facd
0e6T
6dfb
0302
2b9d

edc@
T2c4d
470a

edbb
6303
4674
0312

93bb
daed

530
2240

3 704b 93

ac b749 €
3f9c f8T9 &

3 0658

bfoo

Z bBaY9a

28cd
cabs

96d9
1f68
5eed

9d79

bfaf

42he 28cC

clad
5664

bObb

I IR SR = o7k, IR R.
o JivE—: ffiHhexeditay 23T A

o Tk fEMvim, SRR %! xxd i oS

. HiE=:

hexdump#y 2o

SlyiES

ZI) IR
&b

ELAEN A LD REMERE P, LTI Re AR S WA 1.5

,—,il— EX\ .

(54E)

Bk

4b57 99
4669 db6ab
27e3 bels
8 Obab 19

1b70

£32f 9be

07c5

c6c3
e3dd

b89e 75

(L UVAKW. L L/
L.ey  FLL LR,

..}.rPa.".
D,...r8..

nts.
.Cu..c

il

“UXDB

BAR—AMIMERS, TN DRER E %5 B S T g i, (%85 83 o
I, WG RMEAG 2 7 B Sofk, Bt sort, Bdls R i, KRR 7 Hda i %4

P
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FE7R
AR ARG, DB RSN B SRR BRI
K.

5.3.1.2. ARBERME
5.3.1.2. 1. AERARE
5.3.1.2. 1. 1. #IfE%4

Yt B SR IFHIE R, R,

cd uxdbinstall/thirdparty/gmssl
Jux_gmssl ecparam -genkey -name SM2 -out myPri.key

ST B U T TR

-genkey
ToRER—A EC .

-name
PRREEATR,  H AR SM25E .

-out
TR B SO

5.3.1.2. 1.2, AEMAHED
FH A= A I 2548 A LA BHE TS

Jux_gmssl req -x509 -sm3 -days 365 -key myPri.key -out myCert.pem -nodes -subj /C="CN"/
ST="SHAANXI"/L="XiAn"/O="uxsino"/OU="uxdb'"/CN="uxdb"

I BN P .
ux_gmssl req
FoRHIEIE B G .
-x509
FoRtilfE BRAET .
-sm3
FoRfEH SM3 & FIEEATREA, BT APIE B S R s3I
-days
FoNIER ARG, BARR. BRIN30K.
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-key

TR B NS
-out

RN UEFRE A4 HE 1% LS
-nodes

TR INE .
-subj

R —IRMEFHANIERE LR .

-subj /C="CN"/ST="SHAANXI"/L="XiAn"/O="uxsino"/OU="uxdb"/CN="uxdb

DLEZOR: WEEZAR = REAMAR = RERTAR = WEHAZWIMAK = &
BHL R = WERRAK.

5.3.1.2.1.3. A&
15 A ANIE A il — N pkes T2 FRELSCHE, B PR A7 JBCRT T A I > FASH o

Jux_gmssl pkes12 -export -out uxdb_wallet.p12 -inkey myPri.key -in myCert.pem -passout
pass:<password>

HEITE B AnR BTR
openssl pkcs12
FoRHEPKCS 121+ .
-export
Fon G HPKCS12iE 1.
-out
HRIRPKCST2UEAS (o th S0 s 7R AT LR E AR #6450
-inkey
PN NS

FORB LTINS
-passwout

FoRE R Ipkes 1230205
AN FR .

Jux_gmssl pkes12 -export -out uxdb_wallet.p12 -inkey myPri.key -in myCert.pem -passout
pass:'1qaz!QAZ'
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5.3.1.2. 1.

5.3. 1. 2.

5.3.1. 2.

HE
1. AR B S BRI Eux_gmss1[E HF T,

2. HFwEHEE, @A EINRA A8 T 5 E 23 H 5%
uxdbinstall .

4. EEHBT

AU CHIGUCSH hwal let location, ZSHE RO EBGE (BEERAXHL) , Bk
N/home/uxdb/wallet/uxdb wallet.pl2,

BT A PR IR B BOARR 1R B B S BO B Bk 12 .
Lo 3 DR SR BN R A2
a.  BUEERINH S (FFAERBELD) -

mkdir /home/uxdb/wallet

b, ¥ NUERAL AR RIERIA H 3%

cp uxdb_wallet.p12 /home/uxdb/wallet
2. BUALESHNRB 2R,
a. BN E S uxsinodb. conf P S EE, EE [ Halter systemfiy4d, W THHTR.

alter system set WALLET LOCATION to '"home/uxdb/wallet/uxdb_wallet.p12'
b. B )5 R SRR AL
2. A
i HuxsqlIERER S50, AT \wallet onfir%, WIFFIR.

uxdb=> \wallet on
Please enter the Uxsino wallet password:

2= K . The Uxsino wallet opened successfully!
wallet is on.

e
OB A i N 0 2B 5 A R R SO S i N B R A R — 5
3. RMAEE

fF Fuxsql B Su, U7 \wallet of fag4, W FFIR~.

uxdb=> \wallet on
Please enter the Uxsino wallet password:

2 K . The Uxsino wallet is already closed.
wallet is off.
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VL S
VENSY

LA i N B R 205 P BB A SO I iy N S R PR — 2

5.3.1.2.4. B#ika

VR
EE

HAT EZHBE HARER, — B T Rwalletf4r, LM RwalletHH A
B, SEEMATTIKE.

FEAB R — BRI, walletBk NadminiR#s GEid\wallet show& &), 7
RS N AU JE ShEERE, B e S5 IIRAS T kAT

1 IR 5.3.1.2.1.1 % “HIMESHES  5.3.1.2.1.3 45 “Hpda
47 BB, EEA AR, AR

[uxdb]$./ux_gmssl ecparam -genkey -name SM2 -out myPri.key

[uxdb]$./ux_gmssl req -x509 -sm3 -days 3650 -key myPri.key -out myCert.pem -nodes -subj /
C="CN"/ST="SHAANXI"/L="XiAn"/O="uxsino"/OU="uxdb"/CN="uxdb"
[uxdb]$./ux_gmssl pkes12 -export -out uxdb_wallet_new.p12 -inkey myPri.key -in
myCert.pem -passout pass:123456

2. uxsqlIEBEARS I (fHFHUXSMOAH )

Juxsql -d uxdb -U uxsmo

3. PUT\wallet on¥T HwalletFFx,

uxdb=> \wallet on

Please enter the Uxsino wallet password:
INFO: The Uxsino wallet opened successfully!
wallet is on.

4. PATFHHE R R R
ZERAERILE A B Hrwal le t AR 28
uxdb=> select update_wallet_with(0, '/home/uxdb/wallet/uxdb_wallet_new.p12', '123456");
SR PR .
© SR EEREA, 0FRIRPKCS 1230 4% 20 H RTAS SCRFHAR 2R,
« ZH2. NEERBEN AR,
* ZH3: EREEN.

a. ‘EfopenthZE FibAT.
b. A FFuxsmoidE T HEAE
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| c. PREHUTHINIE, wallet locationist B NG CAFEE1E .

5. FEANHL,

T HAE G, YRS R E R R, H ek A uxsinodb. auto. conf H & TAFAE
wallet locationflIfiC B/ 2.

HEAEERE N Ewal let IR HME, fH \wallet show EHERMIRS, A IEadmindRESNF)
I Theeal IEHAEH,; & NadninR& T B8 shER .

HAAAEHARRwal let BRARHIME, RIC4GRA T osh, WEKRCESEOy Rval let 28848, Jf
HFERE, N DR IEH A .

5.3.1.2.5. 74
1. WIEb AR,

Jinitdb -D data --security -W

2. JEEhERE.

Jux_ctl -D data/ start
3. sql B2 .

{5 F ux smo 8 33 £ 3t

Juxsql -d uxdb -U uxsmo

4. FTUFEBIFR.

uxdb=> \wallet on

Please enter the Uxsino wallet password:

= M . The Uxsino wallet opened successfully!
wallet is on.

AT _ﬁ.
=

a. WERERGLITIT ARG, TR E R SR E S, AR S AR
ITERAITIT R

b. AL N B RE20 5 A R S I i N S A AR B
5.3.2. HnEAER
5.3.2. 1. ZEHEHE

5.3.2.1.1.  FdEhn=sa41
R Fux_col _key, FEREFIINZEHPEE.
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5.3.2. 1.

* 5.1. ux col key Z#iiH

reloid 0id TN 0id

datakey text MREZ AN J5 W EE % 4
algorithm text hn sk

create time timestamp tz S ) R s (1]

cert fingerprint text AT AL

VYL
VRS

1. FHowner Nuxsmo, FTHH A selecti R
2. P FERBIEHN, 8RS S 2 = % .

2. 1TIHERE

LRI DIRERS B SRR AET T . TS Rruxsmo Y HEAT #R AT
uxsmoZ S N \wallet , S H AL 4 (BIAE BB SRR I 2

o BREITIT CRERGRLES D)

\wallet
\wallet on
\wallet 1
\wallet true

\wallet yes

o BRBRH] CRERBREG R

\wallet
\wallet off
\wallet 0
\wallet false

\wallet no

o BE Yilval lettRES

\wallet show

56




Aot O 1k

\wallet s

o o HET A S HAME

\wallet w

VRl

EE
1. EHAASRIGRM, wallet NZREIIRAS .
2. FdEuxsmoH P HAT \wallet LM, walletIRASLREFER

5.3.2.1.3.  ACLAURAL

I AWZ A ux_col_key#F[Pencrypt_decryptAUFR, X INEHIA TR . A PRAL
T2, G Fruxsmo & BE BT HAL . HEEI T Fis.

* AL
GRANT ENCRYPT DECRYPT ON TABLE ux col key TO ul;

o [ElCRR
REVOKE ENCRYPT_DECRYPT ON TABLE ux_col_key FROM ul;

EE
B2 B, AU TP L.

5.3.2.2.  FIn#i A
st

1. FFFRBBAE. WiEE. unlogged®. toastF. K3, X E. &K, DWILME.
HHE (create table as/like) .

2. ALEFRFFAEE: IGIFE, local, global. NCRFAIFRIALCNH N FIH 4 .
 HERRY

UXDBS - —2H T T TDEF s B e Feda K2 . H A SCRFRI B0 S8 2 0 R s .

* CHAR

* VARCHAR GE /%K)

* NUMERIC

* INT2

* INT

* INT8

* TEXT
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« Hk

HRTFne 7 HEEm4ESMA. AES128. AES192. AES256. DES64. DES128. DES192.

o ZANINES

WARR A ZAINES, WP I e 51 5V AR [R] 0 02 520

e saltjnzh

sal tAEFI PRI E . RERERPIIINESI T LOEFEAEH  salt, MAERF K H AN

B Hsalt. intZBERARTHENE.

* Jlimac

sal t7EFI AR € - 48 Emachf L AifE Esal to

o HEAESRAAEMES, 1 IEIINRE AR, BRIER SRR
R 5.2, TCINEEBRES, #IELEH

s R R
CREATE NO
DROP YES
INSERT NO
UPDATE NO
DELETE YES
TRUNCATE YES

5.3.2.3. QIEERTEEINE
5.3.2.3.1. B

create table table name (column name data type [encrypted][salt | no salt] [mac | no mac]) [encrypted

using[algorithm]];

5.3.2.3.2. =¥

*£ 5.3, INEFNZH A

TR

ik

encrypted

BCEIININE S

salt|no salt

AR mME SR, A s
e I B Bl G . BRI Ano salt.

algorithm

TSNS, WIRARIRE SRR OL T N &
H, WHZHREAE R IZSMASIE AT I

mac\no mac

B Mmac,  #imackh b BHEE M. BN

no maco.

5.3.2.4. [IA RN

i
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ALTER TABLE <table name> ADD COLUMN <column name> <column type> ENCRYPTED
[SALT|NO SALT] [MAC|NO MAC]

. YL
Lo fFnE RS, %50 LR R KN RN .
2. ISCGRARINMES], ZRBANER, BRALlsma BN .
3. kA £ A global £ H RN,

4. INEFFE KA RAEG325; BRIA1004K, AT DL smoill i (B GUCS %
ux_tde.max_entries, HE{THCEEIL.

5. ERIAHIIGHIINZ S| AN sal t Fllmac, AI4EE
6. HEINAI N FI KRR AS SRR IS B ST i 4R
7. —IRMEEINZ B AT DL s S AT DU I A,

5.3.2.5. @&ﬂ%%‘ﬁﬁ< T S i)

5.3.2.5.1. iT#
. iE

ALTER TABLE <table name> ALTER COLUMN <column name> [TYPE <type>] [[ENCRYPTED
[SALT|NO SALT] [MACINO MACI]]

. B
L STBRME SRS R
2. FEBRITRHLRUAUET Wowner, FUIEEFF I BHTIE, SAEM P F BAFIE AL,

3. AFRFRBALEB S (WK £, global$) .
4, AFFFRFRALERIRE (Woid/timestampZRALER)
5. ANSCRFLE—Zksql Axt Rl — A N J& M % s k.

6. CEMEMHIFHIEBHEML: TEEIMEEE 8, BN RN 00E fre 2.
(Wencrypted R §EiE % Nencrypted+salt/encrypted+salt+mac, ANHEITFE N
encrypted. )

7. IERBABEN T —Pal teriB A AR BE RIS AT, 1BEERE.
8. intFiEBAREINEL, AHEIImac.

9. R FI A Z TAB SR —F BN @ vk H2RBUE MR AT B4 alter column #
WELE J TGN e, 5 MRS AN RE 2 R AZ 2K

5.3.2.5.2.
W
ALTER TABLE <table name> ALTER COLUMN <column name> [DECRYPTED];
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A
L BERIES SR

2. JBUE IR A L AR R Mowner, FUINEIFRLAETIF, B R EAIINEBUR -
3. HISCAsR Ol KA A e -

4. R FENAAEZ G E AN ErE: 58— "alter column FiB5H S, MFREE B LA
e, BN ANREZ KB (alter table test alter column id encrypted, alter
column id decrypted , #7idFNAEINEE S, WIHAES B SCAREIL 2, 5 WHREE A BE 2 IX1B KL
F—=% .

e
g%%%%ﬁ%%iﬁ%%ﬁ%%%ﬁ, Bl B0 % B SCE
5.3.2.6. By A
- B
ALTER TABLE <table name> ALTER COLUMN <column name> [TYPE <type>] [[ENCRYPTED
[SALTNO SALT] [MAC|NO MAC]]]
-
L. BN R FIZE B TFHE E R Fowner B8R, BFIINEETFIHT I K H 7 B I AR «
2. FUBSFIRRAL, JEE SN B R AR .
3. TN AN SR PR
o TR P T AR SO S 2 B,
o AR P AR SO R A A L& B SCHIRIME 51D .
« BHRA AT MBI SR B 2R
o HRBRA AT MBSO S R R FI AL (SO 5 i BB RG] .
5.3.2.7. BICEAKFE
- ik

ALTER TABLE <table name> REKEY; -- H {& % 25 4H
ALTER TABLE <table name> REKEY USING <algo_name>; --[5] s 4%t 22 45 A1 i 288 &0k

Bi ]

L BRI E .

2. WUEZAMF: ARMowner FUMEITRATIF. A HINERIR, RINHE.
3. ESIHINE E A LA AR,

4. rekeyBAERIRIINE SCAAL, FPIFRux_col key RS BT R EH -
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5. RIS AN S RF S, A ST DL AR 5L
5.3.2.8. AWML ENF5 € N 41

create materialized view mvname(coll [encrypted][salt | no salt][mac | no mac], col2[...],...... )
[encrypted using 'algo'] as ......

EE
L RIS, BRI A .

2. Ti%ﬁ%“MmmMmmmumDHW”aEﬂm R, BEELEN
»érc

3. R Ffrefreshiff, ASCFRHMESIIZRA, insertEHEfE.

5.3.2.9. create table as/likels¥8 %€ = %1
5.3.2.9.1. create table asflEH I F5 & InEFF N e Bk
i

create table tbname(coll [encrypted][salt | no salt][mac | no mac], col2[...],...... ) [encrypted using
'algo'] as ......

s 5
% 5.4. create table as Z¥ Vi

ZH fiiid
encrypted e € 5 I
salt & 7€ I i n
mac i 7 N i mac
encrypted using ~algo’ 8 e N Ek

s FE

L BREIER)S, SCREAIIN AR EAE, i & rekey s .
2. ARG e R .
5.3.2.9.2. create table like#gEAFE UlEkHs DN & H:

. Bk
create table tbname_bak(like tbname [excluding/including encrypted]);

CHEE
L BREIESE, SCRRAIME R HAREAE, Wi & rekey s .
2. ACFRBIERIGES InE R .

« Rl
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create table t1_bak(like t1);--35 52 AN3 1028 g 14

create table t1_bak(like t1 including encrypted);--35 52 # 1 hn 28 &
create table t1_bak(like t1 excluding encrypted);--35 & A3 U1 N & 14k
create table t1_bak(like t1 including all);--}5 7= £ 1 fir g J@ o4

5.3.2.10. [AlE

Lo 50 T BRIN S 1) A 5~ ) B R A
2. AP ORUR N 5 I fEwhere/having 55 A I B AL .

HE
BN FRR T AR AL B, W AR Anull, . BT
FZANFENER, nul 1A AEINSEALEE, AR 2 A 23k 23T
.

A mac A sal tF1 N4 N4 J& 144 248 /Emac, Nsalt A ZAF1E .

5.3.3.

5.3.3. 1. s
1. YI#HE=x.

cd uxdbinstall/thirdparty/gmssl
2. HMEE.

Jux_gmssl ecparam -genkey -name SM2 -out myPri.key

3. ERAHIES

Jux_gmssl req -x509 -sm3 -days 365 -key myPri.key -out myCert.pem -nodes -subj /C="CN"/
ST="SHAANXI"/L="XiAn"/O="uxsino"/OU="uxdb'"/CN="uxdb"

4. ERERE S

Jux_gmssl pkes12 -export -out uxdb_wallet.p12 -inkey myPri.key -in myCert.pem -passout
pass:123456

5.3.3.2. HEHEH

1. WGt & R —security.

Jinitdb -D data --security -W

2. fflux ctl start)ash&EERE.
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5.3.3.3.

5.3.3.3. 1.

Jux_ctl -D data/ start

A FH ux smo % 3¢ 2 Uit »

Juxsql -d uxdb -U uxsmo

M.

uxdb=>\wallet on
Please enter the Uxsino wallet password:

2 K . The Uxsino wallet opened successfully!
wallet is on.

by
gl

AN

Lo R IRI, TR AR AR BRSO, A B ST R FE A

TR ITIT A
2. MAME N ERD S A B SR I R N IR B

il

YN AR
QIR N R I B A K
flgul. w2

create user ul with password '1qaz!QAZ';
create user u2 with password '1qaz!QAZ';

BT ul IR RR, u2Jc (EREAT AL 2 2 KK -

grant ENCRYPT _DECRYPT on ux_col_key TO ul;

ul PRI, JFRIAR L -

create table t1 (id int, name varchar(16) encrypted);
insert into t1 values (1,'zhangsan');

insert into t1 values (2,'lisi');

insert into t1 values (3,'wangwu');

insert into t1 values (4,'zhaoliu');

insert into t1 values (5,'tianqi');

w2 L EERRALR .

grant ALL on t1 TO u2;

WCH P ERHITESR (WCIINFEIRD

uxdb=>\¢ - u2
Password for user u2;
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5.3.3.3. 2.

3.

You are now connected to database "uxdb" as user "u2".

uxdb=> select * from t1;

Error: The current user has no column encryption and decryption permission
uxdb=> show encryptcol_display _mode;

encryptcol display _mode

encryptcol_error
(1 row)

(Al [A] 2 BRIA Nencrypteol _error, FrLATCAUFRAS, BLHARES .

&4 e B Nencryptcol null (conf X AFH 1% B encryptcol display mode
encryptcol null) HJEERARL

uxdb=>\c - u2

Password for user u2;

You are now connected to database "uxdb" as user "u2".
uxdb=> show encryptcol_display _mode;

encryptcol display _mode

encryptcol null

(1 row)

uxdb=> select * from t1;
id| name

51
(5 rows)

LGS %% 51 s JNULL

e) I A 2R AN I hn 2 1)
B F N2 R I AL
\c - uxsmo

CREATE TABLE alter_t_test1(ID INTEGER ENCRYPTED);
INSERT INTO alter_t_testl VALUES(1), (2), (3);

I IInE S .

ALTER TABLE alter_t_testl ADD COLUMN STR VARCHAR(32) ENCRYPTED SALT

MAC;
INSERT INTO alter_t_testl VALUES(4, 'aaa’), (5, 'bbbb"), (6, 'cccec');

ALTER TABLE alter_t_testl ADD COLUMN NUM NUMERIC(20,10) ENCRYPTED:;
INSERT INTO alter_t_testl VALUES(7, 'ddddd’, 12345.6789), (8, 'eeeeee’, 3.141592653);

HEIENE.
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5.3.3.3. 4.

\¢

SELECT a.attname, a.attcolencryptenum FROM ux_class ¢, ux_attribute a WHERE
c.relname = 'alter_t_testl' AND a.attrelid = c.oid AND a.attnum>0;

M ER R IR R

DROP TABLE alter_t_testl;

U JE e GER L)
SN2

\c - uxsmo

CREATE TABLE alter_encrypt_testl(id int,name text encrypted);

INSERT INTO alter_encrypt_testl VALUES(, 'aaa'), (2, 'bbbb"), (3, 'cccec');
SELECT * FROM alter_encrypt_testl;

ALTER TABLE alter_encrypt_testl alter COLUMN id encrypted;

ALTER TABLE alter_encrypt_testl alter COLUMN id type oid encrypted; --error2 U 4~ 37 3¢
ALTER TABLE alter_encrypt_testl alter COLUMN name encrypted ;--error = £ /2 i1 %5 %|
ALTER TABLE alter_encrypt_testl alter COLUMN name encrypted salt mac;

ALTER TABLE alter_encrypt_testl alter COLUMN name encrypted , alter COLUMN name

decrypted;--error A\ 55 ¥ 22 YR E B[R] — 471 F4 0 2% Je 1k
DROP TABLE alter_encrypt_testl;

B

\c - uxsmo

\wallet on

CREATE TABLE alter_decrypt_test2(id int encrypted, name text encrypted);
INSERT INTO alter_decrypt_test2 VALUES(1, 'aaa'), (2, 'bbbb"), (3, 'cccec');
select reloptions from ux_class where relname = 'alter_decrypt_test2';

vacuum full alter_decrypt_test2;

ALTER TABLE alter_decrypt_test2 alter COLUMN id encrypted, alter COLUMN id
decrypted;--£5 —Ahalter columjizg Je il G 2 JAZ SO J@ YRGB, JeE 3 —halter
colum2 3 i Ty, T MARESANGE 2 UAB L, 75 WA X L )

ALTER TABLE alter_decrypt_test2 alter COLUMN id decrypted, alter COLUMN id
encrypted;-- /it % Y {5 ol [7 — 31 1 24

ALTER TABLE alter_decrypt_test2 alter COLUMN id decrypted;

ALTER TABLE alter_decrypt_test2 alter COLUMN id decrypted;--errorif 57 %1) A~ BE 4k fiii 2%
ALTER TABLE alter_decrypt_test2 alter COLUMN name decrypted;

select reloptions from ux_class where relname = 'alter_decrypt_test2';-- = 25 fjii 25 Jy 0 3w %
SELECT * FROM alter_decrypt_test2;

drop table alter_decrypt_test2;

B R

- uxsmo
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create user test_altertype_ul password '1qaz!QAZ';
create user test_altertype_u2 password '1qaz!QAZ';
grant ENCRYPT _DECRYPT on ux_col_key TO test_altertype ul;

\c - test_altertype_u2
grant test_altertype_u?2 to test_altertype ul;

\c - test_altertype_ul

create table test_altertype_tablel(id int ,name varchar);

create table test_altertype_table2(id int encrypted, name varchar);

insert into test_altertype tablel values(1, 'aaaaa'), (2, 'bbbbb"), (3, 'ccecc');
insert into test_altertype table2 values(1, 'aaaaa'), (2, 'bbbbb"), (3, 'ccecc');
alter table test_altertype_tablel owner to test_altertype_u2;

alter table test_altertype_table2 owner to test_altertype_u2;

\c - test_altertype_u2

alter table test_altertype_tablel alter column id type varchar; —-5¢ i f# 5 AU PR 0] L& B e 3£ %)

e

o<

alter table test_altertype_tablel alter column id type text; --J¢ i fi# 25 A FR 7 LLA& o B SC 6 51| 25 7Y
alter table test_altertype_table2 alter column id type varchar; --error g Jj fif 25 43 R 2% -5 24025

RYIHRA
alter table test_altertype_table2 alter column name type int; --error J& i i 25 W FR 2% 1 H & i 225 38
HIFA

vacuum full test_altertype_tablel;
vacuum full test_altertype_table2;

select * from test_altertype_tablel;

select * from test_altertype_table2; --error

\c - test_altertype_ul
select * from test_altertype_tablel;
select * from test_altertype_table2;

alter table test_altertype_tablel alter column id type varchar; -5 fjjj ## 5 AU PR 0] L& B e 3£ %)
oS
o<

alter table test_altertype_tablel alter column id type int USING id::integer;--/5 fjinfi# 22 A R 0] LL&
B E eSS

alter table test_altertype_tablel alter column id type numeric; --75 fif fif 25 A PR A DL o 38 e K 2z
HIHRY

alter table test_altertype_tablel alter column name type char(16);--/5 g 22 A PR a] L& o 25 0 3%
O RAY

alter table test_altertype_table2 alter column id type varchar2;--errorg i fg 25 4% FR 7] DA% 4 22 3
RIYNRA, RRASRR A

alter table test_altertype_table2 alter column id type timestamp using timestamp with time zone
'epoch’ +id * interval '1 second';--error

alter table test_altertype_table2 alter column id type varchar;

alter table test_altertype_table2 alter column name type varchar2;

alter table test_altertype_table2 alter column name type char(16);

vacuum full test_altertype_tablel;
vacuum full test_altertype_table2;
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select * from test_altertype_tablel;
select * from test_altertype_table2;

\d test_altertype_tablel
\d test_altertype_table2
drop table test_altertype_tablel;
drop table test_altertype_table2;

5.3.3.3.5. B HMEE

\c - uxsmo

\wallet on

create table test_alterrekey_tablel(id int encrypted, name varchar encrypted salt mac, sex int);
insert into test_alterrekey_tablel values(1, 'aaaaa’',0), (2, 'bbbbb',0), (3, 'cccec’,1);

SELECT a.attname, a.attcolencryptenum FROM ux_class ¢, ux_attribute a WHERE c.relname =
'test_alterrekey_tablel' AND a.attrelid = c.oid AND a.attnum>0;

select reloptions from ux_class where relname = 'test_alterrekey_tablel';

alter table test_alterrekey_tablel rekey;
select * from test_alterrekey_tablel;
select reloptions from ux_class where relname = 'test_alterrekey_tablel';

vacuum full test_alterrekey_tablel;
select * from test_alterrekey_tablel;
drop table test_alterrekey_tablel;

create table test_alterrekey_table2(id int encrypted, name varchar encrypted salt mac, sex int);
insert into test_alterrekey_table2 values(1, 'aaaaa',0), (2, 'bbbbb',0), (3, 'cccec’,1);

SELECT a.attname, a.attcolencryptenum FROM ux_class ¢, ux_attribute a WHERE c.relname =
'test_alterrekey_table2' AND a.attrelid = c.oid AND a.attnum>0;

select reloptions from ux_class where relname = 'test_alterrekey_table2';

alter table test_alterrekey_table2 rekey using 'noexist'; --error

alter table test_alterrekey_table2 rekey using 'DES128';

select * from test_alterrekey_table2;

select reloptions from ux_class where relname = 'test_alterrekey_table2';
select * from test_alterrekey_table2;

vacuum full test_alterrekey_table2;
select * from test_alterrekey_table2;
drop table test_alterrekey_table2;

CREATE TABLE test_alterrekey_table3(id char encrypted, name text encrypted salt, newname
text, sex varchar encrypted salt mac);

INSERT INTO test_alterrekey_table3 VALUES(1, 'aaa', 'AAA','female'), (2, 'bbbb',
'BBBB','male'), (3, 'cccec’, 'CCCCC','male');

SELECT a.attname, a.attcolencryptenum FROM ux_class ¢, ux_attribute a WHERE c.relname =
'test_alterrekey_table3' AND a.attrelid = c.oid AND a.attnum>0;

select reloptions from ux_class where relname = 'test_alterrekey_table3';

select * from test_alterrekey_table3;

alter table test_alterrekey_table3 alter column id decrypted, alter column name encrypted salt
mac;

67



Aot O 1k

alter table test_alterrekey_table3 alter column id type varchar;
alter table test_alterrekey_table3 rekey using 'DES128';
alter table test_alterrekey_table3 rekey using 'AES256';

select * from test_alterrekey_table3;
vacuum full test_alterrekey_table3;
select * from test_alterrekey_table3;
drop table test_alterrekey_table3;
\wallet off

5.3.3.3.6. GV R 15 BN g
1 .

uxdb= create materialized view test maviewd2(id bak,name_bak encrypt,sex bak encrypt salt mac) as select * from test maview tablel;
SELECT 3
uxdb=> select reloptions from ux_class where relname = 'test maview02';

reloptions

{col_encryp
(1 row)

algor ithm=SM4}

uxdb= select * from test_maviewd2;
id_bak | name_bak | sex bak

1]
2]
I

ccece female
(3 rows)

uxdb= \d test_maview02
Materialized view "uxsmo.test_maview02"
Column | Type \ Colencryptenum | Collation | Nullable | Default
+ + + +

k | integer \ (¢]
name_bak | character varying | 1
sex bak | text

i hln]$ hexdump -C test/base/16727/16753
00000000 00 00 00 00 38 46 d8 @1 00 G0 00 0O 24 00 c8 Te
00000010 0@ 80 04 80 00 00 0@ 6@ 98 ff ca 0O 30 ff ca 0C
00000020 8 fe ce 00 GO 00 0O GO 0O GO 00 0O 60 OO 0O OF
00000030 00 00 00 00 00 00 0O 00 0O 0O 00 DO 00 00 00 OF
*
PEOO/ecd 0O QO QO 00 OO QO 00 OO 3 2 00 DO 0O GO0 00 0C
0OEO7edd 67 00 OO0 00 OO OO0 00 GO O3 OO0 03 B8 02 A9 28 0O
00007ecd OO0 0O OO0 OO0 OO0 OO 00 GO 00 OO OO0 0O OO0 OO 0O O
pEEE7efd 63 00 GO0 00 23 22 65 43 9 43 2a be c9
00007f00 7 52 cc 8d 63 60 4b eb 2f 1d 05 2 be
00Ee7f10 28 e7 bc 9c 9d 0: 39 b a de 8b d2 28 93
0eEe7f20 00 9e bl e9 60 97 9b b8 5¢ h 51
00Ee7f30 38 be b 91 cl1 3c 00 00 € DO 00 00 PO OO0 00 OC
POOE7f40 02 00 O3 08 02 09 28 0O 00 00 00 00 00 00 0
PEEE7f50 60 00 O 00 OO OO0 00 GO 02 OO0 00 B0 23 bf e b
0e007f60 2f 6b ba 4a 3c 28 28 5b ee 60 d5 63 b8
00007f70 7a b a2 é c8 b » da aa bl dé 2b
PEEE7f80 cO b2 29 ec ! 3 @ 99 p3 03 79 64 39 d7 ae
00007f90 df Pb d6 Pe e8 39 a9 h 6 88 00 OC
00Ee7fad 607 00 0 00 OO OO 00 0O DO 03 B2 09 28 0C
POOE7fbO 0O 0O OO0 00 OO0 OO0 0O OO 00 O 00 00 0
00007fcO 01 00 00 00 23 2b al/ 32 03 95 e3 Pe bc
00007fd0 da : ¢ i 'F e4 3 2 28 63
00007fed® 3b : ; 40 of b 3 5e a2
0e007ffo  4f 36 34 : 1f p.
PEOP800O

st bin]s i

5.3.3.3.7. create table as/likeB i B IN% &M

e create table as B,
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uxdb=> create table test createtableas tablel(id int encrypt, name varchar encrypt salt mac, sex text);
EATE TABLE
uxdb=> 1insert into test_createtableas_tablel values(1, 'aaaaa','male'), ( ,'male'), (3, 'ccccc','female');
INSERT 0 3
uxdb= \d test_createtableas_tablel
ixsmo. test_createtableas_tablel"
Tumn olencryptenum | Cellation | Nullable | Default

id | integer
name | character varying | 7
sex | text | ©

uxdb= create table test createtableas tablel 1 as select * from test createtableas_tablel;
SELECT 3
uxdb= \d test_createtableas_tablel 1
Table "uxsmo.test createtableas_tablel 1"
Tumn olencryptenum | Collation | Nullable | Default
id integer | ©
name | character varying | ©
sex | text | ©
uxdb=s create table test createtableas tablel |
SELECT 3
uxdb= \d test_createtableas_tablel_3
Tabl ixsmo.test _createtableas_tablel
olumn lencryptenum | 1lation | Null
integer | 0
character varying | 7
1

uxdb=s select * from ux class where relname='test createtableas tablel 3';

oid | relname | relnamespace | reltype | reloftype | relowner | relam | relfilenode | reltablespace | relpages | reltuples
| relallvisible | reltoastrelid | relhasindex | relisshared | relpersistence | relkind | relnatts | relchecks | relhasrules | relhastriggers | r
elhassubclass | relrowsecurity | relforcerowsecurity | relispopulated | relreplident | relispartition | relrewrite | relfrozenxid | relminmxid |
relacl | reloptions | relpartbound

16746 | test_createtableas_tablel .
| 0 | 16749

| f
| f | f 0| 564 |
| {col_encrypt_algorithm=SM4} |
(1 row)

uxdb=> create table test _createtableas_tablel 4(name_bak encrypt salt, sex bak encrypt salt) encrypt using 'DES192' as select name ,sex from test
_createtableas tablel;--error
select reloptions from ux_class where relname test_createtableas_tablel 4
\d test_createtableas_tablel 4SELEC
uxdb= select reloptions from ux class where relname = 'test_createtableas_tablel 4';
reloptions

{col_encr
(1 row)

[PCLE Bt est createtableas tablel 4
Table "uxsmo.test createtableas_tablel 4"

Column | Type | Colencryptenum | Collation | Nullable | Default
= —eten R
name_bak | characte |
sex bak | text | |

uxdb=> select * from ux_relation_filepath('test_createtableas_tablel_4');
ux_relation filepath

ase/16727/16752
(1 row)

HEbase/16727/16752 44
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00007ecO
0EEE7edd
000E7eel
000e7efO
00007100
OOOO?flﬂ

Gooo?f40
0750
00007160
POEO7f70
POOB7f80
00067190
00007 fad
00007 fbo
00007fco
00007 fdo
0O0O7fed
POOe7ffo
00008000

uxdb= create table test_tablelike table®1(1id int encrypt, name varchar encrypt salt mac, sex text) encrypt using
CREATE TABLE
uxdb= insert into test_tablelike table0l1 values(1, 'aaaaa','male'), (2, 'bbbbb','male'), (3, 'cccecc',’ female');
INSERT 0 3
uxdb=
uxdb= \d test_ tablelike tableol
Table "uxsmo.test_tablelike_table0l1"
Column | p C C 1 Nullable \ Default

+

| integ
| character varying
| text 0

uxdb= create table test_ tablelike table®l 3(1like test tablelike table®l including indexes including encrypt);
CREATE TABLE
uxdb= create table test_tablelike table®l 5(1like test tablelike table®l including all);
create table test tablelike table®l 6(1like test tablelike | e@l including all excluding encrypt);
blelike tabledl 7(like test tablelike - e0l excluding encrypt);CREATE TABLE
uxdb= create table test tablelike table®l 6(1like test tablelike table®l including all excluding encrypt);
CREATE TABLE
uxdb=> create table test_tablelike_table@l 7(like test tablelike table®l excluding encrypt);
CREATE TABLE
uxdb= \d test tablelike tabledl 3
Table "uxsmo.test_tablelike table®1 3"
ation | Nullable | Default

nt
character varying
text

test_tablelike table®l 5
Table "uxsmo.test

integer
character varying

uxdb=> \d test_tablelike table®1 6
Table "uxsmo.test tablelike_ table®l 6"
\ Colencryptenum | Collation | Nullable | Default

\U | | |
character varying | @ | | |
text | @ | | |

test_tablelike_table@l_7
Table "uxsmo.test_tablelike_tabledl 7"
\ Colencryptenum | Collation | Nullable | Default

integer
character varying | ©
text | @

"AES192';
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5.4. R[N

5.4.1. MR

R B BN R G, MR 22 W) Bt AT s ab B . R ainas AT e 2 e Thihé
ISR A 3

5.4.2. =HEH

Sy AR AR & R E B (S 5.3 T “HINEY , RAERINEE
PIe B e B AR GRAIGMER 1) o BRI SR sl I 2 = 1) B AR AR TR o

A
REM TSR I EH
5.4.3. N F 6 EAE
5.4.3.1. fGghnss23n

CREATE TABLESPACE tbl LOCATION *‘/home/uxdb/uxdbinstall/dbsql/bin/tb1’ [ENCRYPTED];

VAR
=

L BN R RN, AU AT %A DRI Bl i LA BONIT T i

&, IR .
2. REMEEEARBIINETE.

3. AN FLILE E NS, PN RGUER, Sl uRE PN
BANRGE.

4. IR SRR N/ R R 2

5. KA 55N BAMAL, T UALEMEM, FnERa m S
AINE BRI B, 200 S BN e, A A 2R A 1)
FXnE

6. AR RIS BN

7. ERTEAGHAFELR (uxsmo) I, JFHEI M ZARE

FEr AL
8. MR SR R A AR, e AU/ MR LKL RS
%,

5.4.3.2. MERZEFREFEANEH

alter table <tablename> set tablespace <tablespacename>
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5.4.4. A

5.4.4.1. A%/ Mk In=s 2% 43 A
1. THEE.

uxdb=> \wallet on
INFO: The Uxsino wallet opened successfully!
wallet is on.

2. QIR

uxdb=> CREATE TABLESPACE tblspace_encrypt LOCATION '/home/uxdb/uxdbinstall/
dbsql/bin/tblspace_encrypt' ENCRYPTED;

3. BEERERZZERINERE.

uxdb=> SELECT spcname, encrypted from ux_tablespace WHERE
spcname="tblspace_encrypt';
spcname | encrypted
+

tblspace encrypt | t
(L A73E35%)

4. MRRRASA] .

uxdb=> drop tablespace tblspace_encrypt ;

T
BIEMZE R REROIT I Z)E, HEROATRAPRE, WA=
0], MR IN 25 22 22 R A 52 8 AL 4T Bl 2% A IR B2 M o
5.4.4.2. INEFEF RPN H
1. fIHEG.

uxdb=> \wallet on
INFO: The Uxsino wallet opened successfully!
wallet is on.

2. QIR

uxdb=> CREATE TABLESPACE ts_encrypted LOCATION '’home/uxdb/uxdbinstall/dbsql/
bin/tblspace_encrypt' ENCRYPTED:;

uxdb=> CREATE TABLESPACE ts LOCATION ''home/uxdb/uxdbinstall/dbsql/bin/tblspace'
ENCRYPTED;

3. BUERIHEALSE

uxdb=> CREATE TABLE t1 (id int encrypted, name varchar(32)) TABLESPACE
ts_encrypted;

uxdb=> CREATE TABLE {2 (id int encrypted, name varchar(32)) TABLESPACE ts;
uxdb=> insert into t1 values(100, 'tInamel'), (101, 'tIname2');
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uxdb=> insert into t2 values(200, 't2namel'), (201, 't2name2');
KRR B

uxdb=> \wallet off

INFO: The Uxsino wallet is already closed.

wallet is off.

uxdb=> ALTER TABLE t1 SET TABLESPACE ts;

ERROR: Encryption wallet is not open.

DETAIL: Please contact your administrator.

uxdb=> ALTER TABLE t2 SET TABLESPACE ts_encrypted;
ERROR: Encryption wallet is not open.

DETAIL: Please contact your administrator.

IR,

uxdb=> \wallet on
INFO: The Uxsino wallet opened successfully!
wallet is on.
uxdb=> ALTER TABLE t1 SET TABLESPACE ts;
uxdb=> ALTER TABLE t2 SET TABLESPACE ts_encrypted;
uxdb=> insert into t1 values(102, 'tIname3'), (103, 'tIname4');
uxdb=> insert into t2 values(202, 't2name3'), (203, 't2name4');
uxdb=> SELECT * FROM t1;

id | name

_____ A e

100 | tInamel

101 | tIname2

102 | tIname3

103 | tIname4

(4 171e3%)
uxdb=> SELECT * FROM t2;

id | name
_____ A e

200 | t2namel

201 | t2name2

202 | t2name3

203 | t2name4
CETRGE)
uxdb=> \wallet off
INFO: The Uxsino wallet is already closed.
wallet is off.
uxdb=> DROP TABLE t1;
uxdb=> DROP TABLE t2;
uxdb=> DROP TABLESPACE ts;
uxdb=> DROP TABLESPACE ts_decrypted;
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o6 = HPmREEN
H A SR Linux 6.

6.1. M ExERER
6.1.1. Hfik

AP AL Fluxsql THERR G R Z AR N, ERERRIN)E, RAAELmITE S RE .
FRE BT PR,

© HETERER

R 44 B Ap MU R 1]

o BUERBIER

FFM 44 G Ap G R E]

o BRESRMAE
R B Ap MU R ]

o BRGSO I Y 35 J D 2 [ P 38 3 R IR A
T SRR MU KL

YT E R A RO

6.1.2. SCFFRE

LS ES S W

6.1.3. LG

RTPRARAMT: 2 ARUXDBEYE % -
L WIaatedele, JFE SR

Jinitdb -W -D security -a
Jux_ctl -D security/ start

2. BHEE, HEBEEXEL.

[uxdb@uxdb57 bin]$ ./uxsql -d uxdb -U uxsmo

F uxsmo {114

uxsql R : TOIR LRI RS 35 BTt - P “uxsmo” Password A jiF 2k i
[uxdb@uxdb57 bin]$ ./uxsql -U uxsmo -d uxdb

uxsql (2.1.1.5C)

Type "help" for help.
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6. 2.
6. 2. 1.

6. 2. 2.

6. 2. 3.

6. 2. 4.

Welcome to 2.1.1.5C uxsql Security, the UXDB interactive terminal.
This time login information:

User Name: uxsmo

Host: [local]

Login Time: 2022-11-18 17:23:12+08
Last time login information:

User Name: uxsmo

Host:

Login Time:

Last time failed login information:
User Name: uxsmo

Host:

Login Time:

The number of failures between the last successful login and this successful login of current user is
0

The total login failure times of current user is 0

The valid period of the current user's password cannot be set
Type: \h for help on syntax of SQL commands

\? for help information

\g or terminate with semicolon to execute query
\q to quit

FH P A SO IR
e

MR P AR, B SARANRI)E, wHRAREE R, SHlERN S
et o iZEYEERIA N TEIRIA . % A B R UXSSOR] LA15 B B/ B 51 F P (uxsso/uxsmo/uxsao) LA
A AR B A R

J R

B HNiEVEROLE VALID UNTIL.,

WA P JEtErolrolevaliduntil.

BRI, KA A DB, EERA BN
R G PR, R S

SCFFRE A

LS ES S E W

RERFANG]]

[ERESiHpL
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6. 3.
6. 3. 1.

6. 3. 2.

ALTER ROLE role_name [ WITH ] ROLE VALID UNTIL ‘timestamp’ [ ... ]
ADNBEERVGE R (Fr H P BRI R RO -

MHEAES A BOAR, @idal tertBE R E . R uxssof 1l LMEE.
L fffHuxsmo ] J RS ER -

Juxsql -d uxdb -U uxsmo

2. Gl

uxdb=> create user u3;
CREATE ROLE

3. Y1 BluxssoH .

uxdb=> \¢ - uxsso
FHL P uxsso [ 114>
(SPIAE CLA R S 1 "uxdb” ] 1 "uxsso”.

4. PATsql, WEARIR.

uxdb=> alter user u3 role valid until '20220202';
ALTER ROLE

5. WHEA, WMUABRENLSR.

uxdb=> select rolname,rolrolevaliduntil from ux_authid where rolname = 'u3';
rolname | rolrolevaliduntil

+
u3  |2022-02-02 00:00:00+08

6. WERAI AR, S SRR, TR R.

uxdb=>\¢c - u3

HoarkiiR: EE T E AR i S A R (A

RE E—iEs:

uxdb=>\q

uxdb@LAPTOP-J7019114:~/uxdbinstall/dbsql/bin$ ./uxsql -d uxdb -U u3

uxsql: £5i% : TILER RIS 46 BUire iR SR R E—ANE SR P i B S R A

PR 7 B[R] 2o
Bk

BRI —ip% i R RELE i € I (0] BOS B, SIIRES . M- eI a, mTblEd iz

ux_hba. conflt & A H77 sSUSLHLIRME,  HC B B 2 R R Jo Rl o I [a] B B RLRS A 2 70 2R
R B, AT LI e B 2 S

SCRR

LS ES S e S
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6. 3. 3.

FVE 7~
AP ER S, 1 LUE & Mux_hba. conflR B AR R, R —1p% i K fefe
fe e I A B 2 . W PR .

# TYPE DATABASE USER ADDRESS METHOD TIME(e.g. 00:00-24:00)
local all all md5 22:00-24:00

Eela, AT N2 BRI E

Jux_ctl -D security/ reload m; ./ux_ctl -D security/ restart
H1 T N A AE S VAR B, XN 2208 R W iR, W PR
uxdb@LAPTOP-J7019114:~/uxdbinstall/dbsql/bin$ ./uxsql -d uxdb -U uxsso

uxsql: 598 TCIEIEE RS & Bkt A R T AL "[local]”, I/ "uxsso”, $dfs
"uxdb", SSL A 1% ux_hba.conf i 5

Wit datefy & BAH L HT RG]

uxdb@LAPTOP-J7019114:~/uxdbinstall/dbsql/bin$ date
202242 059 26 H 2 #ApY 17:59:28 CST

KA DB SCEVER T B, W R BT .

# TYPE DATABASE USER ADDRESS METHOD TIME(e.g. 00:00-24:00)
local all all md5 12:00-24:00

W] AN — AN B, R B

# TYPE DATABASE USER ADDRESS METHOD TIME(e.g. 00:00-24:00)
local all all md5 22:00-24:00
local all all md5 12:00-22:00

B E, T2, /ux_ctl -D security/ reload BY ./ux ctl -D security/ restart
HHT AR E, ARG T AR B 5.

uxdb@LAPTOP-J7019114:~/uxdbinstall/dbsql/bin$ ./uxsql -d uxdb -U uxsso
i P xsso f 114>

uxsql (2.1.1.5A)

i\ "help” SRIRINH B .

U R 8] BeA% K ARE, W PR

# TYPE DATABASE USER ADDRESS METHOD TIME(e.g. 00:00-24:00)
local all all md5 22:00-25:00

MR ATA L. /ux_ctl -D security/ reloadsf ./ux ctl -D security/ restart, ¥k
e, =
EI'Q@JE@O

cd security/log/
BAEX N HESCH, AT LA B0 AR .

2022-05-26 18:04:07.684 CST [13419] [ - B ] B % S04 1

7
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2022-05-26 18:04:07.684 CST [13419] |- R A < /home/uxdb/uxdbinstall/dbsql/bin/

security/ux_hba. conf” [} 558047
2022-05-26 18:04:07.684 CST [13419] #hvkiti : Fypnzkux_hba.conf
2022-05-26 18:04:07.688 CST [13419] [ & : ¥dEfE &% 0 %= 1A

6.4. B A RMIRELIR
6.4.1. KR

ZEERT, REIH BN 04 KBRS, 7@ UXSMO B GUCS i login error lock times
BRI, SEUEVERECN0-5I, BRIANNORRAT €, B RN % B kA, ZumiB il i,
Mg aeig i P, 72— B B Lz P OERRGIE, Bl I TR) AT HUXSMO 13 B 244
login_error_lock_durationskiXE, ERINA3058h, HH P MBS, WS A EHEZZH -
HIAETE K .
fi i =8 LA P
o SEISPUER R S5 W B shiian.
» uxssoT-HHATselect set deblocking user C #HIEHKIH 4™ ) BOIREMR

RN BuxssoFalfpai i e H P, Brlluxsso H AN R MOIRBIR f, A2 ¥i8iE.

6.4.2. IR

SCRR AN 2 A AR

6.4.3. HERHI
1. uxsmoiEEEHEIEE.

Juxsql -U uxsmo -d uxdb
2. WHEOARBIRECAIK, BEmE 3054,

uxdb=> alter system set ux_security.login_error_lock_times = 3;
ALTER SYSTEM

uxdb=> alter system set ux_security.login_error_lock duration = 30;
ALTER SYSTEM

3. WHEFIRH, HEHEE.

ux_ctl -D test restart
4. FREFRMBI, P .

Juxsql -U uxsmo -d uxdb
FiLJ1 uxsmo i 14+
uxsql: #5i5% : TEREE RIS 2% B e iR Fuxsmo# I g e, ol Ax () 3044

5. fiEs.

=F=il
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SEAS B E N A A R .
o Frhgst
uxssolE AR E

Juxsql -U uxsso -d uxdb
uxdb=> select set_deblocking_user('uxsmo');
set_deblocking user

(1 47iE%)
6.5. sk IOS %5

6.5. 1. &
ZARERT, WA H P DA EARE, ELH P TREAES. Bl
L KEDLAHES-9INTAFZIH] (FE8. 99)
2. BMAE—NREFEERE,
3. BAE NG ER
4. BOOE M
5. Z/MDEE —NRIR AT
6. HREAEE AR H T,

FHAZ . BHeEER P ZLES. initdbi % B %N . createuser T A% B &N, #FiE
PG A PR .

6.5.2. IR

SRR U 2 A A

6.5.3. HiERH
© Rl ERS
EEHEEEE, QR P ul i B .
Juxsql -U uxsmo -d uxdb
Create user ul with password ‘1qaz!QAZ’
e Initdb

WIhab 2 e Bl A %, PN E B L R .

/initdb -W -D test -a
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6. O.
6. 6. 1.

6. 6. 2.

6. 6. 3.

WNEH A%, 1qaz!QAZ

* createuser [.E

/createuser ul -P -U uxsmo
WHUI%: 1qaz!QAZ

128 X HH
FEA

1A RO P 3 65 A R0 T R0, BROA SRR, AT L@ I ALTER
valid Until “HROWRE" KB HAERBONRR LGS, H R Re i % s 5 B A 30
Ja, AREHATHERE.

ZAEMT, WidiEgucSHrole password lifetime, ¥ H4A RIAK LR CHFTH(A]
+SHUE AL R D, BRIAAORE LR, EelEH . B 04 H R . B
F P2y, R E . A O E AT T — LR,

QU I, DA RO A R0 LRI A
B DA RO, ANRE B B yiliid R (A
B S, B EE N B ROy R A

SCRR

SCRR 2 A AN 2 AR

RERFANG]]

B S RTI [)2022-3-1, WHE BB TR,

uxsmoEFEE YR B 1 B 1A B0 .

Juxsql -U uxsmo -d uxdb
uxdb=> alter system set ux_security.role_password_lifetime = 7;

uxsmoBIEE I/, FHETE .

uxdb=> create user ul; -- 1 &% 34 #=2022-3-8
uxdb=> alter user ul password 'xxx'; -- [ 445 % }j=2022-3-8

uxssoW B H 4 %0,

uxdb=> alter user ul valid Until '2000-3-1'; -- 7 -7 % 4§=2000-3-1
uxdb=> alter user ul valid Until '2022-3-8'; -- [ 475 % #}j=2022-3-8
uxdb=> alter user ul valid Until '2022-5-1'; --error

A RO RN %

uxdb=> alter user ul valid Until* 2000-1-1" ;
uxdb=> Create table t1 (id int) : --error

ROLE

rolename
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uxdb=> Alter user ul password 'xxx'; --[] 475 % #§=2022-3-8
uxdb=> Create table t1 (id int) :

6.7. HPZTHEH

6.7.1. MEA
M Fuxsql & P iy i dbiy,  gn iR —ERR RV H0E, B 2SI R)EE B B AR A R H

[[], W<@shflksE P mesd. HP e Lhik B gucSHux security. login idle timeout, &
OO PR IR R, BRUCATERR K.

6.7.2. SCFAEZ

LS ES S W

6.7.3. HVERH

1. ATHEEERAR RN (Hux security. login idle timeout = 0 FAFATH TR E T
WD, WA EIF S WS R B S Fuxsinodb. conf, FESCMFEJE I —1T, WTFFIR.

ux_security.login_idle timeout = 10

=
gucFLALZRD, SR Al E A BRI AL 48R ) DL ]
fir, demin, 7d. AIRMIRFERAAT”, “min”, “h”, “d”, BE"us”BL
“ms” BRI TR, AHAKIRZ0, BRI NgucHINg R

oA L  set iy & B E, IXMO7 SN RESE & H AL, IR ) Ay [
SENTE . W R,

set ux_security.login_idle_timeout = 10;

2. WHF, WRuxsalZ M idleRESBELBOER ] (I 2RTRA) . W BEhEH,
R

uxdb=> set ux_security.login_idle_timeout = 10;
SET

uxdb=>

PR T 108, B EL4 BT
uxdb=> set ux_security.login_idle_timeout = 60;
SET

uxdb=>

B AR 7 Imin, FE 8 24 s

6.8. PRI IERLL

6.8.1. MR
W PP PSR IR R 2 A, BB TR 3 A
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bEEE
1. uxsmo. uxsso. uxsaoNZHEEFEANFIRE], HARBEIEL-
2. R ER T IR
3. HEEABEAE R T A R
4. HAfguxsmo i BUR B HOER A K.

W

6.8.2. I8V
© BUEIREE AL
create user username connection limit n; -- k¥ %

 BUOER

alter user username connection limit n; -- n3y# ¥

6.8.3. EREZ

SRR 2 R

6.8.4. A PRI A%
select rolname,rolconnlimit from ux_authid;

6.8.5. LG

QU I AR E R

—_

create user ul with password '1qaz!QAZ';

2. BEHREZM.

uxdb=> select rolname,rolconnlimit from ux_authid where rolname="'ul';
rolname | rolconnlimit
+
ul | 3
(1 row)

3. BUEEHI IR E A

create user u2 with password '1qaz!QAZ' connection limit 5;

4. BRBONEZL.

uxdb=> select rolname,rolconnlimit from ux_authid where rolname="'u2';
rolname | rolconnlimit
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+
u2 | 5
(1 row)

5. fEHCEREL.

alter user ul connection limit 5;

6. EHEIINEZL.

uxdb=> select rolname,rolconnlimit from ux_authid where rolname="'ul’;
rolname | rolconnlimit
+
ul | 5
(1 row)

6.9. /P aiE S
6.9.1. Mk

PP B R BRUE F P B e, F P e O BGR  F BRAE SR BR . A uxssor]
CABLE P BUE SBUIRAS, 224 G nT DR F - 8 B R i 1 0 A0 SRR LA P #R/E  BA
Hn e ez, ATLO T E0E ;s 9HE CABUE R n] DIBRBIURT , Gl A Bt e A i
FUREIER o 224 URBUR P T B P RE DL — 2 30 2 R 8 ORI e, 5 — g %2
SR EFBUE T, ARBIN 2 R AR ER DL AT R PTABIUE 1B DL .

bEEE
1. uxsmo. uxsso. uxsao/NHE BB E B AR B
2. UXSmO. UXsao U RS 22 UG SR e, 1 PR Bk
set_blocking user ( ‘M4 ) RAEEE. Fi5b, IZeREAREMF B A
M.
6.9.2. Bk
* HP8GE
ALTER USER username ACCOUNT LOCK;
Ay it

ALTER USER username ACCOUNT UNLOCK;

6.9.3. EREZ

Nz iR
6.9.4. YEFE

LinuxfiWindows.
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6.9.5. HPHEEEN

* B

ux_user_status()
o kME

H R4, BshBieiREs, E38ieiREs.

o HBIEUE s H P S 2 YOAE J MU € .

o TEHNE fRuxssoll it iEE X EiE — AN

o BRI RN, OUERRPIE, URKRBIE.

6.9.6. FHERG
1. WIUEAARE 2R BE s . JR shEERE . IEEE .

[uxdb@localhost bin]$ ./initdb -W -D test_sec --security
[uxdb@localhost bin]$ ./ux_ctl -D test_sec start
[uxdb@localhost bin]$ ./uxsql -d uxdb -u uxsmo

2. BUER R ERE R

uxdb=> alter user ul account lock;

ALTER ROLE

uxdb=>\c - ul

Password for user ul:

g% . user ul is locked by uxsso, please contact uxsso.
Previous connection kept

3. BT JE PR LK

uxdb=> alter user ul account unlock;

ALTER ROLE

uxdb=>\¢ - ul

Password for user ul:

You are now connected to database "uxdb" as user "ul".
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